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REGISTERED ENTITY ALIGN TRAINING

ALIGN/SEL REFRESHER AND IRA/ENTITY QUESTIONNAIRE

July 2024
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PUBLIC

ANTITRUST COMPLIANCE GUIDELINES

It is the policy of ReliabilityFirst to obey the antitrust laws and to avoid all conduct that unreasonably
restrains competition. It is the responsibility of every ReliabilityFirst participant to adhere to
ReliabilityFirst’s Antitrust Compliance Guidelines, a copy of which is available on ReliabilityFirst’s

website. If there are any questions, please contact me.
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TRAINING

AGENDA
- ]

REVIEW ALIGN AND ERO SECURE EVIDENCE
LOCKER (SEL)

ALIGN ACCESS AND ROLES
» ERO Portal Account Access
» Align USER Access
» Align Permission Roles

ERO SEL FUNCTIONALITY
NERC HELP DESK TICKETS

ALIGN IRA PROCESS
» RFQ/ERPQ

TRAINING RESOURCES

PUBLIC



PUBLIC

REVIEW ALIGN AND ERO SECURE
EVIDENCE LOCKER (SEL)
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WHAT IS ALIGN

Align is a system which moves all ERO compliance monitoring and enforcement business processes to a
common standardized platform, resulting in a consistent application of the ERO Enterprise CMEP and a
more secure method of managing and storing CMEP evidence and data

The objectives and benefits of the Align Project are:

» Single, common portal for registered entities, enabling consistency of experience

« Real-time access to information, eliminating delays and manual communications

* Improved capability to support the Risk-Based Compliance Oversight Framework

« Enhanced quality assurance and oversight, enabling consistent application of the CMEP
* Improved analytics, including visibility into compliance and reliability risks

* Increased capability to implement audit best practices and processes (planning, fieldwork,
reporting, quality assurance)

« Standardization and implementation of common business processes and workflows, enabling
increased productivity

PUBLIC
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WHAT IS THE ERO SECURE EVIDENCE LOCKER (SEL)

HIGHLY SECURE, ISOLATED, ON-PREMISES
ENVIRONMENTS

« Collect and protect evidence ERO Enterprise Evidence Analysis
Locker

« Enable submission by authorized and
authenticated entity users

* Provide compartmentalized analysis of
evidence in temporary, isolated,
disposable environments

* Does not interface with any other systems

EVIDENCE IN THESE ENVIRONMENTS IS:
* Encrypted immediately upon submission
« Securely isolated per entity
« Never extracted
* Never backed up

« Subject to proactive and disciplined
destruction policy

Authorized
CMEP
Personnel
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ALIGN ACCESS AND ROLES
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ERO PORTAL ACCESS

Set-up ERO Portal Account:

v Navigate to https://eroportal.nerc.net

v’ Select “Register” in upper right-hand corner Lo .

v' Complete the registration form and click “Submit”
» Verify ERO Portal Account:

v Navigate to https://eroportal.nerc.net
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v’ Select “Sign In” in the upper left hand corner

v Enter your credentials to confirm access to ERO Portal



https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://eroportal.nerc.net/
https://eroportal.nerc.net/
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ACCESS TO ALIGN

Access to Align
»All Align users MUST have an ERO Portal Account

v'ERO Portal Registration (pgs. 4-8,15-18)

v'Multi-Factor Authentication set-up is required for ERO Portal Account

l_
LE
[«
[V
.
(-
-
m
<
i
L
(= 4
[s
[1E]
= =
=
['¥]
v
O
=
o
[+
<
=
[
O
L

(pgs. 9-14)

v'ERO Portal login process (pgs. 19-24)
v'Requesting access to Align (pgs. 25-31)
v Approving access Requests (pgs. 32-34)

Reference — Registered Entity User Access Guide

2 ]

rMy Profile

wWelcome t °'" al

The ERO Portal allow

My Resources -

S @EEGG=st Application Accesgy <ouUnt

My Appli:atiun{v_ ) Research -~

My Applications

MIDAS Portal

Home | My Applications

Application Access Requests

Application Access Requests

ubmitted application requests. Tcrequest access to an ERO Portal application, please use the link below
est information. Your request wi



https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
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ALIGN ACCOUNT ACCESS ROLES

[ PCC grants Account Access Permissions J

» Account Access Levels
« Align Registered Entity Reader

Reader can log into Align and see everything for their registered entity, but cannot make
changes.

» Align Registered Entity Editor

Editor can log into Align, see everything for their registered entity and make changes, but
cannot submit anything to the CEA for review or processing.

 Align Registered Entity Submitter

Submitter can log into Align, see everything for their registered entity, make changes, and
submit items to the CEA for review or processing.

- PCCs will have Align Submitter Role at Go-Live.
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ALIGN ACCOUNT ACCESS

< Access Access Access

2 Request Approval Verification
<

@ . .
= Registered Entity Registered Entity
- Registered Entity PCC reviews and user verifies
o user requests approves or access. Note:
= access level to rejects access Access changes
& Align request IN ERO take effect the
2 Portal next day.
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ERO SEL FUNCTIONALITY
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ERO SECURE EVIDENCE LOCKER PORTAL

From Portal to Secure Evidence Locker (High Level Overview)

Il'l.lL.“‘.'l E IhJi:{-InCt' m : (j
inaicates Fass/rail 1ol
(and ingest)
J | \'/ eacn ; e ."1 r
T1alai |1 114
External Portal Verify Valid File R

Format

i

: X
Generate

SHA3-512 Hash
per each File

\J,-'

Ingest into SEL
(Documentum)
g
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ERO SECURE EVIDENCE LOCKER ACCESS

Google Chrome or Microsoft Edge are the preferred browsers.
Internet Explorer is NOT supported!
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH

Sign in with one of these accounts

[ ]
m External Stakeholders
ﬁ NERC Staff

Sign in
[ 3

Password m |

Forgot username or password?

SEL Submission Portal: Sysem resrced o shorized ndhidat. You have o essonsble expeciation
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. . of privacy regarding icati or data tr iting or stored on NERC's
. information system. At any time and for any lawful purpose, NERC ma
https://eus.eroenterprise.com/nerc-infrastructure/ Imoemation system. At any e and for sy baiel perpses. MERC may
stored on this information system. At NERC's sole discretion, NERC may disclose
pertinent information to the US. Government and its authorized
P i to p the ity of critical infrastructure and key
resources, ensure information security, or to comply with any applicable law,
legal p or enf ble gover I req By Q.
you ach ledge that you und d and to the terms and conditions

described in this notice. The actual or attempted unauthorized access, use, or
medification of this system is strictly prohibited and may subject violators to
criminal, civil, and/or administrative action.



https://eus.eroenterprise.com/nerc-infrastructure/
https://eus.eroenterprise.com/nerc-infrastructure/
https://eus.eroenterprise.com/nerc-infrastructure/
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH

NERC

For security reasons, we require additional information to verify your account

Choose an authentication method
NERC
Send Me a Push

What is this? [5

Add 8 new devica

My Settings & Devices
Negd halp?

Enter a Passcode

[C] Remember me for 10 hours
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH
Reference ID: RFINCR00168|PDS2021-001336|PDS2021-001336|FAC-003-4]|

———
NOBTH AMERIEAN (L TRIE
RELIABILITY £ERPORATIEN

g @.mm,m. §SERC #TEXASRE W¥ wECC

Secure Evidence Locker Submitter3 Entity (seltesting@nerc.com) ¥

Step 1 - Validation

Enter a Reference ID and click "Validate® to add new evidence to your submission N ER C \‘\ rﬂ\\ @ (
—_— L R * w
000000 @ R ——— o b A I serc TEXASRE WECC

nnnnnnnnnnnn

Secure Evidence Locker Submitter3 Entity (seltesting@nerc.com) v

Step 1 - Validation

Enter a Reference ID and click "Validate® to add new evidence to your submission.

RF|NCR00168|PDS52021-001336|PDS2021-00
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH
Secure Evidence Locker
Step 1 - Validation \

Enter a Reference ID and click "Validate” to add new evidence to your submission.

RFINCRO0168|PD52021-001336|PD52021-0... Validate (©)

~~ Valid Reference ID

Region: RF

NCR: NCR00168

CMEP Activity: PDS2021-001336
Tags: PDS2021-001336

Secure Evidence Locker

Step 1 - Validation

Enter a Reference ID and click "Validate" to add new evidence to your submission.

RFINCROO158|PDS52021-001336|P021-0013... Validate (v)

o ==p

Invalid Reference ID

The Reference ID you entered is invalid.
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Please find a valid Reference ID and try '

again. \
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH

Upload a single file

Step 2 - Upload Files

Click "Upload"” to add evidence to your submission.

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, ARJ, 7Z, 7TZX) as well as a number of files types that can contain executable malware are prohibited from upload.

If you experience any problems uploading evidence, contact your Region for assistance.

e Open
« v A » ThisPC » Documents » Align » Testing

Organize « New folder

"‘ O Mame

g Additional Information-09-27-21.docx
| Executable.exe
** More Information-09-27-21,pdf
i [Fla  PDS Supporting Documentation-08-27-21.docx
% Testing.zip

L]

"

Date modified

Type Size

Micresoft Word Document
Application
Adobe Acrobat Document
Micresoft Word Document
WinZip File

File name: | PDS Supporting Documentation-09-27-21.docx

Step 2 - Upload Files

Click "Upload” to add evidence to your submission.

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, ARJ, 7Z, 7ZX) as well as a number of files types that can contain executable malware are prohibited from upload.

If you experience any problems uploading evidence, contact your Region for assistance.

PDS Supperting Documentation-09-27-21.docx

®

Search Testing

12KB

1KB
35KB
12KB
18KB

Al files (~.%)

Cancel
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH

Step 2 - Upload Files

Click "Upload"” to add evidence to your submission.
Do NOT include any sensitive information in the file names that you are uploading!

U p | Oa d m u |ti p | e -ﬂ | eS Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, ARJ, 7Z, 7ZX) as well as a number of

If you experience any problems uploading evidence, contact your Region for assistance.

les types that can contain executable malware are prohibited from upload.

@ Open X
H » ThisPC » Documents » Align » Testing » w O Search Testing
Organize + Mew folder m @
hA O Mame Date modified Type Size
- fa  Additional Information-09-27-21.dacx 4/5/2021 204 PM Microsoft Werd Document 12KB
W Executableexe 4/7/2021 1:07 PM Application 1KB
N EA"* More Information-03-27-21.pdf 4/14/2021 11:26 AM Adobe Acrobat Document 35KB
L [a | pos Supporting Documentation-09-27-21.docx Microsoft Werd Document 12KB
1 & Testing.zip WinZip File 12KB
|
G
]
L4
.
-
.
av
File name: | "PDS S ing Dy ion-09-27-21.docx” "Additional Inf ion-09-27-21.docx™ "More Information-09-27-21.pdf™ o Allfiles (%) ~
o

Step 2 - Upload Files

Click "Upload™ to add evidence to your submission,
Do NOT include any sensitive information in the file names that you are uploading!
ompressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, ARJ, TZ,

f you experience any proble P evidence, contact your Region for assistance.

files types that can contain executable malware are prohibited from upload
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Additional Information-09-27-21.docx ®
More Information-09-27-21.pdf (&)

PDS Supporting Documentation-09-27-21.docx ®
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH

Secure Evidence Locker

Step 1 - Validation

Enter a Reference ID and click "Validate™ to add new evidence to your submission,

RFINCR00168|PD52021-001336|PDS2021-0... Validate (&)

/ Valid Reference ID

Region: RF

NCR: NCR00168

CMEP Activity: PD52021-001336
Tags: PD52021-001336

Step 2 - Upload Files

Click "Upload”™ to add evidence to your submission

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, 5IT, GZ, TAR, RAR, ARJ, 7Z, TZX) as well a5 a number of files types that can contain executable malware are prohibited from upload.
If you experience any problems uploading evidence, contact your Region for assistance

Upload ®

PDS Supporting Documentation-09-27-21.docx @

Additional Information-09-27-21.docx (3]

Step 3 - Submit Evidence

Verify all documents meet submission standards then click "Submit” to complete.

W

l_
L Py
v
e
.
-
r
o
<
r
w
o
[+ 5
w
F
-
oY
0
O
-
a
o
!
=
[+
O
L

The SEL is available Monday through Friday from 0800-2300 ET.
Individual File Uploads are limited to 100MB in size. Multiple File
Uploads are limited to 80 files per submission and 10 GB in total
size.
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH

Step 3 - Submit Evidence

Verify all doc ts meet submission standards, then click "Submit” to complete.

Submit Cancel

%¢ Submitting...

For larger files, this may take some time. Please do not refresh your browser.
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@ Do you want to submit more evidence for
the same activity?

No Yes
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH

Incorrect file type submission

Step 2 - Upload Files

Click "Upload"” to add evidence to your submission

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, ARJ, 7Z, 7ZX) as well as a number of files types that can contain executable malware are prohibited from upload.
If you experience any problems uploading evidence, contact your Region for assistance.

Upload ®

! Upload Error

The files you are uploading contains
one or more invalid files, please check
again

Test.zip (The type of the uploaded file is
invalid)

Please upload valid file type and size.
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Compressed files and executable files cannot be uploaded!
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH

Manifest email upon successful upload

From: do-not-reply@nerc.com <do-not-reply@nerc.com>
Sent: Monday, September 27, 2021 2:32 PM

To: seltesting@nerc.com

Subject: Submission Receipt 09/27/2021 14:32:19

NERC NN ® Ocecrc  #TEXASRE  WAF wWEece

RILIABILITY CORPORATION MIDWEST BELIABILITY . ’
ORCANIZATION NCE, e RELIABILITY FIRST

Attached is the submission manifest receipt for your submission as of 09/27/2021 14:32:19

You are currently subscribed to seltesting as:

(It may be necessary to cut and paste the above URL if the line is broken)

or send a blank email to leave-1622408-2325575.edb9ed803b8361bf4052188d00968ebb@nerc.com
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ERO SECURE EVIDENCE LOCKER WALKTHROUGH

Manifest attachment upon successful upload

.File Name NCR CMEP Activity SELID SHA3-512 Signature Pass/Fail Failure Reason
PDS Supporting Documentation-09-27-21.docx NCR00168 PD52021-001336 0902f2cf80065f9%a px49cKIdVONORNIy3Rr30FLRTAROF/zbso5Wvlinuexce)mBNnpBnKPXZxur5N/LASaFQdD1+T4jv8p4VgEzbQ== Pass
|Additional Information-09-27-21.docx NCR0O0168 PDS2021-001336 0902f2cf80065f9b PKyMBv4sWRwrlweHbGXel8wvsY9COQk1CVLasYB5Smx+c05psAvTL+82fzhYr5ZkaS2mNFvHZIIkVjpVgAArw==  Pass
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NERC HELP DESK TICKETS

RELIABILITY FIRST
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ALIGN AND ERO SEL HELP DESK SUPPORT MODEL

Submit tickets to: https://support.nerc.net/ or through the ERO Portal ]

Level O Support

Self-Service Resources

Resources that can be accessed
directly, on-demand, by end-users
to answer frequent questions or
issues

Align training materials
Quick reference guides
Training recordings/videos
FAQs

Level 1 Support

Regional POC (L1)

Regional Entity Point of Contact
that manage issues for, and

responds to, registered entity end-

users

Receive end user issues via
Resolve/respond to basic
inquiries using support
resources or collaborating with
regional counterparts

Consult with L2 resources as
appropriate

If able to resolve issue, update
FootPrints and respond to
registered entity end user to
close loop

Submit Regional issues
requiring NERC Support in
FootPrints (e.g., regional user
termination requests)

If unable to resolve issue, escalate to
NERC Support via FootPrints

Level 2 Support

NERC Support (L2)

Centralized NERC team that helps

resolve complex or technical
inquiries

Review FootPrints backlog,
prioritize, and address issues
If able to resolve issue, reach
out to Regional POC and close
ticket once end-user confirms
the issue has been resolved
If unable to resolve issue,
escalate to BWise support team
to troubleshoot
Once issue is resolved, reach
out to Regional POC and close
Escalate \r;;j&o?;upport issues to
IT Leadership
Generate reports on a weekly
basis to track and report on key
metrics

If unable to resolve issue, contact
BWise Technical Support

Level 3 Support

BWise Tech Support (L3)

BWise technical support resources
that help resolve system issues

* Coordinate with NERC Support

to assign, prioritize and resolve
issues

* Troubleshoot system issues
* Contact NERC Support upon

issue resolution

* Escalate major support issues to

appropriate BWise leadership

PUBLIC


https://support.nerc.net/
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ALIGN IRA PROCESS
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IRA PROCESS

> Align
» New and existing entities
» RF initiates the IRA process
» Entity is sent the Risk Factor Questionnaire (RFQ)/Entity Risk Profile Questionnaire (ERPQ) in
Align to complete
» PCC, or who they assign, completes the questions in the RFQ/ERPQ questionnaires
» No quarterly or annual reviews/updates (at this time)
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IRA PROCESS

Entity logs into Align

-
2 User Name:
‘ NC Editor 1

Password:

F '\

l_
L Py
v
e
.
-
—
o
<
r
w
o
[+ 5
w
F
-
oY
0
O
-
a
o
!
=
[+
O
L




PUBLIC

IRA PROCESS

Select IRA and COP from My Align dropdown

My Align Align For Entities v

Iy Align NCRO00170 Editor 1 Benton County Wind Farm, LLC C—)

Risk and Planning

Assl
Self-Reports and Logs
1 Periodic Data Submittals NEWS AND UPDATES
Self-Certifications
Welcon ) jred platform for the ERO Enterprise Compliance Monitoring and Enforcement Program. This is your Dashboard screen. Navigate the system by selecting from the modules above. You can create
Self Re Audits and Spot Checks lit andfor respond fo Periodic Data Submittals, Self-Certifications, and Technical Feasibility Exceptions. You can also respond to Compliance Activities related to Audits, Spot Checks, and
Investi isessments and Compliance Oversight Plans. Training materials for each module are available at https:/ftraining.nerc.net/

IRAand COP
Enforcement Processing

Iitigation Management

REGION
OR LRE AND REQ - BY ON

STANDARD MODIFIED MODIFIED

TYPE UNIQUEID STATUS REGISTRATION DUE DATE CREATED BY
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Y- IRA Questionnaires

LABELT

IR24-00266

IR22-00113

ENTITY
-
in RF

NC
in RF

IRA PROCESS

Select the Unique ID under the “Label” column for the requested IRA Questionnaire

RISK FACTORS

CIP - Impact Rating Criteria, Largest

Generation Facility, Planned Facilities,

CIP - Impact Rating Criteria, Largest

Generation Facility, Planned Facilities,

MONITORING PERIOD DUE DATE

QUESTIONNAIRE STAT.. IRA STATUS

1157
03/15/2024 - 04/15/21 4/15/2024 Requested In Progress
31 days to complete
9/30/20249/30/2024 )
09/28/2022 - 09/30/21 ! 1307 Submitted Complete

199 days 10/10/202z

PUBLIC

cC
CREATED BY MODIFIED BY MODIFIED ON
RF Editor 1 RF Editor 1 03/15/2024
RF Editor 1 RF Editor 1 10/10/2022
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IRA PROCESS

Optional, Entity can scroll down to bottom of screen and export the RFQ and ERPQ questions into a Word
document and distribute to proper SMEs (to collect responses to questions prior to entry into Align).

NCR Editor

[ < IRA Questionnaires - Compliance Oversight Plan

@ 1R24-00266

1 item 1 100 w

Evidence

Secure Evidence Locker Instructions

Submit Evidence or Attachments related to this Entity Risk Profile Questionnaire via ERO Secure Evidence Locker (SEL) with the following reference number:

RFINCR-4~00266|IR24-00266| I

If the entity is hosting its own SEL, please provide a hyperlink to their locker in the comment section below.

Action ~
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Export

Click here to export

Update Cancel
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IRA PROCESS

There are two options for assigning an individual* to respond to the RFQ and ERPQ questions.
Option 1 - You can assign yourself (this is the recommended approach) - Slide 36
Option 2 - Assign a different individual - slides 37 through 40. Please note, if you use this option, you
may end up with sets of questions (assigned to two different individuals) with no way of deleting one
of the duplicate questions. This may cause issues.

l_
LE
o
-
}-
(-
r
m
<
-
L
(-
[s
[1E]
= =
=
['¥]
v
O
=
a
[+
.
=
[
O
L

*Note - only assign one individual per RFQ/ERPQ
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IRA PROCESS

Assign each 'Risk Factor Questions (RFQ)" and ‘Entity Risk Profile Questionnaire (ERPQ).

11 M M 1" 1 M i M

- Select “Click to assign” for each RFQ and ERPQ under the ‘Subject’ heading.

o=

I

- RISK FACTOR QUESTIONS

=

- c &

@ SUBJECT REVISION STATUS

<

el CIP - Impact Rating Criterial Click to assign Not Assigned NOT ASSIGNED

Ll

(= 4 Largest Generation Facility| click to assign Not Assigned NOT ASSIGNED
e Planned Facilities| click to assign Not Assigned MOT ASSIGNED

RAS/SPS| click 1o assign Not Assigned NOT ASSIGNED

[+ 4

[1E] System Restoration| click to assign Not Assigned NOT ASSIGNED

L

- Total Generation Capacity| Click to assign Not Assigned NOT ASSIGNED

(VT

(L) Voltage Control| click to assign Not Assigned MOT ASSIGNED

O

==

a

[+ <

<

g ENTITY RISK PROFILE QUESTIONNAIRE (ERPQ)

[+

o) Cc &

L

SUBJECT REVISION STATUS

GO, GOP| click to assign Not Assigned NOT ASSIGNED
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IRA PROCESS (OPTION 1)

(Recommended Approach) To assign yourself, Select ‘Assignee’, select ‘Assign’ on the ‘Action’ dropdown
and select ‘Update’

® RFQ-24-00000849

General Instructions

| Assignment must have only One Person assigned.

To submit the Assignment, select Assign in the Action field

and click the Update button.

1 item selected &2 LB
ASSIGNEE
1 item 1 25 W

Action

Action
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MNone

Assign

Update Cancel
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IRA PROCESS (OPTION 2)

To assign a different individual, click the paper clip on the right side of the ‘Persons’ box.

@ RFQ-24-00000866

General Instructions

Assignment must have only One Person assigned.
To submit the Assignment, select Assign in the Action field

and click the Update button.

Paper Clip
|
Persons
)
ASSIGMEE
1 itemn 1 25
Action
Action

l_
v
v
TS
-
-
r
o
<
=l
w
o
[+ 5
w
e =
-
oY
0
o
-
a
o
<
=
[+
O
[V

Update Cancel
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IRA PROCESS (OPTION 2)

Click the paper clip on the right side of the "Persons’ box.

@ RFQ-24-00000866

General Instructions

Assignment must have only One Person assigned.

To submit the Assignment, select Assign in the Action field

and click the Update button. Paper Clip
Persons @
ASSIGNEE

No data to display

Action

Action
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Update Cancel
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IRA PROCESS (OPTION 2)

Select the individual you want to assign to the RFQ or ERPQ, then click ‘Apply’. Only assign one
individual per RFQ and ERPQ.

& 1 item selected )

NAME
-

NC
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3 items 1 25 w

Apply Cancel
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IRA PROCESS (OPTION 2)

Select Assignee, Action ‘Assign’, then click ‘Update’ to complete assignment. Complete these steps for
each RFQ and ERPQ.

 RFQ-24-00000866

General Instructions

Assignment must have only One Person assigned.
To submit the Assignment, select Assign in the Action field

and click the Update button.

1 item selected &2 LB
ASSIGNEE
1 item 1 25 W

Action

Action
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None

Assign

Update Cancel
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IRA PROCESS (OPTION 2)

The selected Assignee will appear in the Assigned to for each RFQ and ERPQ.

l_
(¥}
[« =
L
o RISK FACTOR QUESTIONS
-
— CcC ®
o
-q SUBJECT T REVISION STATUS
L s "t_e”a ) Initial Response COMPLETED
e Answered by ditor 1 View answers
Largest Generation FaCI|l‘I}IfI Assign again Initial Response NEW
@ Assigned to Pete- View draft -
P!armed Facilities] Assian a?air Initial Response NEW
Assigned to Pete- View draft -
[+ 4
L RAS/SPS| Click to assign Not Assigned NOT ASSIGNED
-
E System Restoration| click to assign Not Assigned NOT ASSIGNED
(b
(o) Total Generation Capacity| click to assign Not Assigned NOT ASSIGNED
-
Voltage Control| click to assign Not Assigned NOT ASSIGNED
a
[= 4
{ 7 items ] 25 w
[+
0 ENTITY RISK PROFILE QUESTIONNAIRE (ERPQ)
L
c ®

SUBJECT REVISION STATUS

Update Cancel
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IRA PROCESS

Secure Evidence Locker

[ & IRA Questionnaires . . t A d Editor 1

B IR24-00266 ;

1 item ] T00 w
Evidence

Secure Evidence Locker Instructions

Submit Evidence or Attachments related to this Entity Risk Profile Questionnaire via ERO Secure Evidence Locker (SEL) with the following reference number:

RFI-IR24~00266|IR24-00266|||

If the entity is hosting its own SEL, please provide a hyperlink to their locker in the comment section below.

Action ~

Export
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Click here to export

Update Cancel
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IRA PROCESS

Complete all questions for RFQ and ERPQ, click ‘Save Draft’ or ‘Save’ to save responses (see note below).

[ Questions

IR24-00266 - RFQ-24-00000849 - NCR LLC in RF - CIP - Impact Rating Criteria - NCR

CIP - Impact Rating Criteria

High Impact BES Cyber Systems (BCS)

Does your entity own any high impact BES Cyber Systems (BCS)? : Yes ® No
Medium Impact BES Cyber Systems (BCS)

Does your entity own any medium impact BES Cyber Systems (BCS)? : Yes ® No
Low Impact BES Cyber Systems (BCS)

Does your entity own any low impact BES Cyber Systems (BCS)? * Yes ® No
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Note: Save Draft - Saves Draft saves responses and allows responses to be changed.
Save - Saves responses and cannot be changes.
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IRA PROCESS

Once all questions are completed for RFQ and ERPQ, Under Action, toggle switch to ‘Move to CEA
Review’, and click ‘Update’

RISK FACTOR QUESTIONS
C &
SUBJECT REVISION STATUS
CIP - Impact Ratin Ciitgria . Initial Respanse COMPLETED
Answered byi.—_dltar -IEW answers
Action ~

Instructions

Please select the next action step below

Move to CEA Review

Export
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Click here to export

Update Cancel
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TRAINING RESOURCES

» Links related to Align and SEL Training - https://training.nerc.net/

« Release 4.5 User Guide - IRAs and COPs

e User Access Guide

« SEL Portal User Guide

* Support Process

 Video Training

12. IRAs and COPs

® 42) IRO and COP Overview
® 43) Assigning Answering Risk Factor Questions
® 44) Assigning and Answering ERPQs
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https://training.nerc.net/
https://trn.nerc.com/User%20Guide/RE_User_Guide_R4_5.pdf
https://trn.nerc.com/User%20Guide/RE_User_Guide_R4_5.pdf
https://trn.nerc.com/User%20Guide/RE_User_Guide_R4_5.pdf
https://trn.nerc.com/User%20Guide/RE_User_Guide_R4_5.pdf
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://trn.nerc.com/User%20Guide/RE_NERC_SEL_Portal.pdf
https://trn.nerc.com/User%20Guide/RE_NERC_SEL_Portal.pdf
https://trn.nerc.com/User%20Guide/RE_Support_Process.pdf
https://trn.nerc.com/User%20Guide/RE_Support_Process.pdf
https://training.nerc.net/Home/ViewApplicationVideos?system=Align&role=Registered%20Entities
https://training.nerc.net/Home/ViewApplicationVideos?system=Align&role=Registered%20Entities
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TRAINING RESOURCES

Links related to Align and SEL Training - https://training.nerc.net/

NERC LEARNING

H
(]
"k .
NERC Systems Training
Find your course by system or role below
Align

Align is the EROQ's tool for processing and
tracking all compliance monitoring and
enforcement activities

Select Role

CEAs (106)
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NERC (24)

Registered Entities (46)



https://training.nerc.net/
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TRAINING RESOURCES

Links related to Align and SEL Training - https://training.nerc.net/
Align for Registered Entities

PREVIOUS VIDEO | NEXT VIDEO

Y NEKU Iraining Video

> 0) Introduction to Align (1m 33s) ewing the Engagement Report (1m 355)
4 (1] :33
-

11. Align Release 4 Updates

® NERC Tra

12. IRAs and COPs

RC Training Video
nd COP Overview

RC Training eo
Assigning Answering Factor Questions
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D £ Eg i vimeo

Note: Section 12. IRAs and COPs (3 videos)



https://training.nerc.net/
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QUESTIONS &
ANSWERS

Anthony Jablonski
Bob Folt

Frank Kapuscinski

Dirk Baker
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