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SLIDO.com

#TechTalkRF



PUBLIC

T E C H N I C A L TA L K  W I T H  R F

Follow us on 
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T E C H  TA L K  R E M I N D E R S

Please keep your information up-to-date 
• CORES, Generation Verification Forms, Entity Profile 

Questionnaires (quarterly)

Following an event, send EOP-004 or OE-417 forms to 
disturbance@rfirst.org  

CIP-008-6 incident reports are sent to the E-ISAC and the 
DHS CISA

Check our monthly CMEP update and quarterly newsletter: 
• 2023 ERO Periodic Data Submittal schedule
• Timing of Standard effectiveness

BES Cyber System Categorization (CIP-002-5.1a)
• Assess categorization (low, medium, or high) regularly and 

notify us of changes

CIP Evidence Request Tool V8.1 was released and is on 
NERC’s website

mailto:disturbance@rfirst.org
mailto:operations@eisac.com
https://us-cert.cisa.gov/forms/report
https://rfirst.org/ProgramAreas/COMO/
https://rfirst.org/about/Newsroom/
https://www.nerc.com/pa/comp/CAOneStopShop/2023%20ERO%20Enterprise%20Periodic%20Data%20Submittal%20Schedule.pdf
https://www.nerc.com/pa/comp/Pages/CAOneStopShop.aspx
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Physical Security Workshop May 14th – 16th
Click here for Registration 

In this workshop, attendees will:
- Identify the layers/stages of protection in depth.
- Describe the role of Design Basis Threat in identifying threats and 
risks for entities and external partners.
- Identify the importance of physical security for registered entities, 
external partners and their assets.
- Identify types of threats/vulnerabilities to physical security for 
registered entities.
- Explain the reason for employing physical security controls.
- In the VISA application sessions, attendees will experience 
practical application of adversary sequence diagrams, design basis 
threat (DBT), and the Vulnerability of Integrated Security Analysis 
(VISA) methodology.

https://form.jotform.com/240792781170156
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NERC Filed Proposed Rules of Procedure 
Revisions on IBR registrations with FERC
Click here for Announcement

NERC filed with FERC its proposed Rules of Procedure (ROP) 
revisions related to the registration of inverter-based resources 
(IBR) as the penetration of these resources continues to 
increase. Details can be found in the previously 
posted summary of revisions as well as the fi​ling. To learn 
more about this initiative, please visit the IBR Registration 
Initiative Quick Reference Guide. 

https://www.nerc.com/news/Pages/NERC-Files-.aspx
https://nam04.safelinks.protection.outlook.com/?url=https://www.nerc.com/AboutNERC/RulesOfProcedure/Summary%2520of%2520Proposed%2520IBR%2520Registration%2520Revisions.pdf&data=05%7c02%7cAmy.Klagholz%40nerc.net%7c59389ea3b0834f61592908dc483930e4%7ca2d34bfabd5b4dc39a2e098f99296771%7c0%7c0%7c638464657705710341%7cUnknown%7cTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7c0%7c%7c%7c&sdata=E%2BhEPnF56Ad9dpJxqRaYjdGDrfO1cnm2zr/cNfb3VWc%3D&reserved=0
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Proposed%20Registry%20Criteria%20ROP%20Revisions.pdf
https://www.nerc.com/comm/RSTC/Documents/IBR_Registration_Quick_Reference_Guide.pdf
https://www.nerc.com/comm/RSTC/Documents/IBR_Registration_Quick_Reference_Guide.pdf
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GridEx VII Report Released
Read Full Report

The GridEx VII Lessons Learned Report, is a detailed post-exercise review and 
analysis of NERC and the Electricity Information Sharing and Analysis Center’s 
(E-ISAC) GridEx VII, that took place in November 2023.

More than 15,000 participants from approximately 250 North American 
organizations– including the electric industry, cross-sector partners from gas 
and telecommunications, and U.S. and Canadian government partners – took 
part in a two-day exercise, which tested operational and policy measures that 
would be needed to restore the grid following a severe cyber and physical 
attack.

The report provides recommendations and actions for utilities, government 
partners, the E-ISAC, and other stakeholders to prepare for and respond to 
security incidents that affect the North American electric system.



Talk with Texas RE
• In-person Spring Standards, Security & 

Reliability Workshop 4/24

• MOVEit Vulnerability 5/2

• Energy Storage 5/7

https://www.texasre.org/


Monthly Reliability and 
Security Monthly Webinar
• April 18th

• May 16th

https://www.wecc.org/Pages/Calendar.aspx
https://www.wecc.org/Pages/Calendar.aspx


2023 Long-Term Reliability 
Hybrid Reliability Conference 
and Networking Reception
• May 15th 

https://www.mro.net/event/mro-reliability-conference/


Electromagnetic Transient 
Training Course 
• April 22nd – 26th

SERC System Operator Training
May 21 – 23rd

E-Learning Online Courses

https://www.serc1.org/outreach/events-calendar/event-details?id=7fe4e381-0be6-4f18-a510-b82f5a821e89
https://www.serc1.org/outreach/events-calendar/event-details?id=aca93c47-b861-41c3-82ed-38a17d52dc50
https://www.serc1.org/outreach/resource-library


Violations Trends and 
Compliance Enforcement 
Updates Webinar

• 4/23

https://www.npcc.org/events/detail/violation-trends-and-compliance-enforcement-updates


Next Tech Talk with RF 
May 20th

In-person Physical Security 
Workshop
May 14th  – 16th , Bloomington, IN

https://www.rfirst.org/event/technical-talk-with-rf-18/
https://www.rfirst.org/event/physical-security-and-advanced-dbt-visa-applications-workshop/
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Tech Talk with RF announcements are posted on our 

calendar on www.rfirst.org under Calendar

CLICK HERE

http://www.rfirst.org/
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Anti-Trust Statement

It is ReliabilityFirst’s policy and practice to obey 
the antitrust laws and to avoid all conduct that 
unreasonably restrains competition. This policy 
requires the avoidance of any conduct which 
violates, or which might appear to violate, the 
antitrust laws. Among other things, the antitrust 
laws forbid any agreement between or among 
competitors regarding prices, availability of 
service, product design, terms of sale, division of 
markets, allocation of customers or any other 
activity that unreasonably restrains competition. 

It is the responsibility of every ReliabilityFirst 
participant and employee who may in any way 
affect ReliabilityFirst’s compliance with the 
antitrust laws to carry out this policy. 
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A G E N DA

THE THREAT LANDSCAPE IN THE ELECTRIC INDUSTRY 
AND SUPPLY CHAIN RISKS

• DAVID BATZ – MANAGING DIRECTOR, CYBER& 

INFRASTRUCTURE SECURITY, EDISON ELECTRIC INSTITUTE



David Batz
Managing Director – Cyber & Infrastructure Security
Edison Electric Institute
@DavBatz
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About EEI
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Our Agenda

1. Electric Sector Approach to Risk Management
2. The Bad News
3. The Good News
4. Your Questions



22



23

Approach to Grid Security
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The Bad News
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China
Current Leadership/ Policy ≠ People

https://www.cia.gov/the-world-factbook/countries/china/#introduction

https://www.cia.gov/the-world-factbook/countries/china/#introduction
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China – Planning Horizons
• Published Five Year Plans
• President Xi Vision for a 100 Year plan

https://en.wikipedia.org/wiki/Five-year_plans_of_China
https://www.cnbc.com/2021/07/02/ccp-100-years-xi-seizes-the-chance-to-lead-china-in-the-
path-to-power.html

https://en.wikipedia.org/wiki/Five-year_plans_of_China
https://www.cnbc.com/2021/07/02/ccp-100-years-xi-seizes-the-chance-to-lead-china-in-the-path-to-power.html
https://www.cnbc.com/2021/07/02/ccp-100-years-xi-seizes-the-chance-to-lead-china-in-the-path-to-power.html
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China – Planning Horizons
• Stunning Economic Growth since the 1980s
• The Hundred-Year Marathon – Michael Pilsbury

https://www.forbes.com/sites/johnmauldin/2019/11/12/chinas-grand-plan-to-
take-over-the-world

https://www.forbes.com/sites/johnmauldin/2019/11/12/chinas-grand-plan-to-take-over-the-world
https://www.forbes.com/sites/johnmauldin/2019/11/12/chinas-grand-plan-to-take-over-the-world
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Intellectual Property Theft / Espionage

https://carnegieendowment.org/2022/04/25/countering-unfair-chinese-economic-practices-
and-intellectual-property-theft-pub-86925
https://www.fbi.gov/file-repository/china-exec-summary-risk-to-corporate-america-2019.pdf

https://carnegieendowment.org/2022/04/25/countering-unfair-chinese-economic-practices-and-intellectual-property-theft-pub-86925
https://carnegieendowment.org/2022/04/25/countering-unfair-chinese-economic-practices-and-intellectual-property-theft-pub-86925
https://www.fbi.gov/file-repository/china-exec-summary-risk-to-corporate-america-2019.pdf
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Dumping

https://ustr.gov/sites/default/files/Section%20301%20FINAL.PDF

Dumping
Occurs when goods are exported at a 
price less than their normal value, 
generally meaning they are exported for 
less than they are sold in the domestic 
market or third-country markets, or at 
less than production cost.

According to SolarWorld, this has driven nearly 30 U.S. manufacturing firms out of 
business and has left the U.S. solar manufacturing industry on the brink of collapse. 
SolarWorld adds that the DOJ indictment against Chinese military hackers outlines 
the scope of the hack, along with the degree of involvement of Chinese SOEs, and 
the orchestrated timing of the hack with the dumping of solar panels into the U.S. 
market.

https://ustr.gov/sites/default/files/Section%20301%20FINAL.PDF
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Forced Labor

https://www.dol.gov/agencies/ilab/against-their-will-the-situation-in-xinjiang
https://www.hrw.org/report/2024/02/01/asleep-wheel/car-companies-complicity-forced-labor-china

https://www.dol.gov/agencies/ilab/against-their-will-the-situation-in-xinjiang
https://www.hrw.org/report/2024/02/01/asleep-wheel/car-companies-complicity-forced-labor-china
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Belt and Road Initiative 

https://www.cfr.org/backgrounder/chinas-massive-belt-and-road-initiative

https://www.cfr.org/backgrounder/chinas-massive-belt-and-road-initiative
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Manufacturing Flight to China

https://www.brookings.edu/articles/adjusting-to-china-a-challenge-to-the-u-s-
manufacturing-sector/

https://www.brookings.edu/articles/adjusting-to-china-a-challenge-to-the-u-s-manufacturing-sector/
https://www.brookings.edu/articles/adjusting-to-china-a-challenge-to-the-u-s-manufacturing-sector/
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Third Party Risk

https://www.gao.gov/blog/solarwinds-cyberattack-demands-significant-federal-and-private-sector-response-infographic
https://arstechnica.com/security/2024/04/what-we-know-about-the-xz-utils-backdoor-that-almost-infected-the-world/

https://www.gao.gov/blog/solarwinds-cyberattack-demands-significant-federal-and-private-sector-response-infographic
https://arstechnica.com/security/2024/04/what-we-know-about-the-xz-utils-backdoor-that-almost-infected-the-world/
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Volt Typhoon 

https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.theguardian.com/technology/2024/feb/13/volt-typhoon-what-is-it-how-does-it-work-chinese-
cyber-operation-china-hackers-explainer

https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.theguardian.com/technology/2024/feb/13/volt-typhoon-what-is-it-how-does-it-work-chinese-cyber-operation-china-hackers-explainer
https://www.theguardian.com/technology/2024/feb/13/volt-typhoon-what-is-it-how-does-it-work-chinese-cyber-operation-china-hackers-explainer
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National Threat Assessment

https://www.odni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf

…China remains the most active and persistent 
cyber threat to U.S. Government, private-sector, 
and critical infrastructure networks. Beijing’s 
cyber espionage pursuits and its industry’s export 
of  surveillance, information, and 
communications technologies increase the threats 
of  aggressive cyber operations against the United 
States and the suppression of  the free flow of  
information in cyberspace….

https://www.odni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf
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Scale of the Threat

https://www.cnn.com/2024/01/31/politics/china-hacking-infrascture-fbi-director-christopher-
wray/index.html

Part of the problem facing US officials is a 
sheer numbers game. Wray reiterated 
that he believes that China’s cyber 
operatives outnumber all FBI agents by at 
least 50 to 1. 

https://www.cnn.com/2024/01/31/politics/china-hacking-infrascture-fbi-director-christopher-wray/index.html
https://www.cnn.com/2024/01/31/politics/china-hacking-infrascture-fbi-director-christopher-wray/index.html
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The Good News

Created by ImageFX
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Silver lining from pandemic – Reshoring

https://www.cnbc.com/2023/06/01/reshoring-more-domestic-manufacturing-due-to-supply-chain-disruption.html
https://guidetechnologies.com/the-resurgence-of-american-manufacturing-a-look-at-the-reshoring-phenomenon-and-its-impact-on-technology-adoption/

The COVID-19 pandemic exposed the 
vulnerabilities of extensive and intricate 
international supply chains. By 
reshoring, manufacturers can shorten 
their supply chains, enhance their 
adaptability to disruptions, and improve 
their ability to respond swiftly to shifts 
in demand or supply. This agility proves 
invaluable in uncertain times and is a 
strong motivator for reshoring.

https://www.cnbc.com/2023/06/01/reshoring-more-domestic-manufacturing-due-to-supply-chain-disruption.html
https://guidetechnologies.com/the-resurgence-of-american-manufacturing-a-look-at-the-reshoring-phenomenon-and-its-impact-on-technology-adoption/
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Other Advantages of Reshoring / Near Shoring

https://en.wikipedia.org/wiki/2021_Suez_Canal_obstruction



40

CHIPS Act

https://carnegieendowment.org/2022/11/22/after-chips-act-limits-of-reshoring-and-next-steps-for-u.s.-
semiconductor-policy-pub-88439
https://www.njmep.org/blog/the-chips-and-science-act-is-a-huge-boost-for-domestic-manufacturing/

The CHIPS Act encourages more individuals to 
explore and pursue manufacturing careers 
through apprenticeships and STEM education. 
Part of the act will focus on workforce training 
opportunities. Millions of dollars will go towards 
workforce development to ensure there’s an 
adequate workforce who’s qualified to support 
semiconductor chip manufacturing. In addition, 
the $13 billion that’s going towards STEM 
education includes scholarships and fellowship 
which will strengthen the workforce to support 
the industry.

https://carnegieendowment.org/2022/11/22/after-chips-act-limits-of-reshoring-and-next-steps-for-u.s.-semiconductor-policy-pub-88439
https://carnegieendowment.org/2022/11/22/after-chips-act-limits-of-reshoring-and-next-steps-for-u.s.-semiconductor-policy-pub-88439
https://www.njmep.org/blog/the-chips-and-science-act-is-a-huge-boost-for-domestic-manufacturing/
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Inflation Reduction Act

https://recsilicon.com/technology
https://www.capitaliq.spglobal.com/web/client#news/article?id=79997777

An REC Silicon ASA solar panel materials plant in 
Moses Lake, Washington, is preparing to ship its 
first new batch of polycrystalline silicon in five 
years, helping to reforge a fundamental
missing link in the US photovoltaic supply chain.

https://recsilicon.com/technology
https://www.capitaliq.spglobal.com/web/client#news/article?id=79997777
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Challenges and Growth in Domestic 
Transformer Production

https://www.powersystems.technology/community-hub/in-focus/north-american-transformer-production-is-key-to-reliable-electric-grid-dependence-on-
imports-risks-u-s-electrical-power-supply.html
https://www.siemens-energy.com/global/en/home/press-releases/s iemens_energy_addresses_shortage_US_powertransformers_invests_new_factory.html

The Department of Commerce reported that the 
U.S. imported more than 80 percent of its total 
large power transformers in 2020.

https://www.powersystems.technology/community-hub/in-focus/north-american-transformer-production-is-key-to-reliable-electric-grid-dependence-on-imports-risks-u-s-electrical-power-supply.html
https://www.powersystems.technology/community-hub/in-focus/north-american-transformer-production-is-key-to-reliable-electric-grid-dependence-on-imports-risks-u-s-electrical-power-supply.html
https://www.siemens-energy.com/global/en/home/press-releases/siemens_energy_addresses_shortage_US_powertransformers_invests_new_factory.html
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GAO 2023 Report on Transformers

https://www.gao.gov/assets /d23106180.pdf

Nearly all stakeholders we spoke with identified supply chain 
constraints as the most pressing challenge for utilities 
attempting to ensure adequate reserves of transformers. 
Stakeholders reported that these constraints apply to and 
affect not only the manufacturing of transformers but the
entire electric utility industry and that the COVID-19 pandemic
exacerbated some of the issues
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GAO 2023 Report on Transformers

https://www.gao.gov/assets /d23106180.pdf
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Distribution Transformer Efficiency Standards

https://www.energy.gov/articles/doe-proposes-new-efficiency-standards-distribution-transformers
https://www.powermag.com/doe-eases-requirements-in-final-transformer-efficiency-standards-amid-supply-
chain-strain/

December 28, 2022 -  Initial Proposal

April 4, 2024 – Final Rule

https://www.energy.gov/articles/doe-proposes-new-efficiency-standards-distribution-transformers
https://www.powermag.com/doe-eases-requirements-in-final-transformer-efficiency-standards-amid-supply-chain-strain/
https://www.powermag.com/doe-eases-requirements-in-final-transformer-efficiency-standards-amid-supply-chain-strain/


Questions?
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THANK YOU
Join us for our next Tech Talk – 
May 20th

GO/GOP Standards
RF SME’s - Shon Austin and Ash 
Chappell

Internal Controls Best Practices
DTE’s – Jason Smith, Jeff Wallace 
and Chris Plensdorf 

Webinar Link

https://www.rfirst.org/event/technical-talk-with-rf-18/
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