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From the Board

RF held its Second Quarter Board of Directors meetings at its ofces 
in Cleveland, OH from May 23-24, 2018.  RF staff and special 
guests provided presentations on various topics. Highlights included 
the following:

Ÿ During the Compliance Committee meeting, Bryon Koskela 
and Steve McElwee from PJM Interconnection, LLC (PJM) 
provided an overview of PJM’s recent CIP security network 
segmentation project to continuously improve the security of 
PJM’s operations.  They described the drivers for network 
segmentation and the high-level process for achieving this 
segmentation.

Ÿ During the Board of Directors meeting, the Board adopted a 
resolution in recognition of Sue Ivey’s service on the Board 
from 2005-2018.  Sue Ivey served as an RF Board member 
since the corporation’s inception in 2005, and she recently 
retired from the Board.  Ms. Ivey was in attendance at the 
meeting, and the Board thanked her for her commitment, 
dedication, and contributions to RF and its mission.

Ÿ Jason Blake provided an update regarding the pending Rule 
1208 request led by Wisconsin Public Service Corporation 
and Upper Michigan Energy Resources Corporation to 
transfer from MRO to RF.  He led a discussion on the activity 
to date related to this Rule 1208 request, and on the next 
steps in the process.

Ÿ Michael Bryson, Board member and Vice President of Operations at PJM, 
presented and led a discussion on PJM’s analysis of the reliability 
implications of FirstEnergy's recent generation retirements.  
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A very special thank-you to all who 
attended and participated in RF’s 
Spring 2018 Workshop, April 24-26 at 
the Nationwide Hotel & Conference 
Center in Columbus, OH.   We had 
228 attendees join us in person and 
via WebEx.

The rst day was primarily dedicated 
to situational awareness, specically the loss of EMS tools and applications.   RF 
was pleased to introduce guest speakers from industry (Sam Chanoski from E-
ISAC, Jule Tate and Dr. Wei Qiu from NERC) along with our own subject matter 
experts to explain the impact of these EMS outages in the RF footprint.   We hope 
that you had the following take-aways from the EMS portion:

1.   If you have had EMS fall-downs in the past, you are not alone.   This is the 
most common reportable event in the RF footprint with approximately 25-
30 new category 1h events each year.   When these happen, the RF Events 
Analysis and Situational Awareness Department is more than happy to 
help you analyze the circumstances of the event to reduce occurrences 
and durations.  

 If additional help is needed, consider talking to RF’s Entity Development 
group about a targeted appraisal.   Information about EMS outages is 
located on our new located on our public website,  EMS Knowledge Center 
including the NERC reference document Risks and Mitigations for Losing 
EMS Functions.

2.   A common theme across the RF footprint is the loss of EMS tools and 
applications other than SCADA (control and indication).   We are seeing 
more and more State Estimator outages, which impacts the ability to run 
Real-Time Contingency Analysis.    

 When these happen, do not forget to inform your Reliability Coordinator 
so that they can help you monitor your system while you recover from the 
outage.   Modeling external data has been a key theme to these outages 
so RF is working with NERC to publish new Lessons Learned documents 
(stay tuned!)

3.   Denise Hunter provided a presentation on 
Internal Controls.   While she used an EMS-
related example to illustrate her point, internal 
controls are critical to all of the reliability work 
performed every day.  Simply, how do we ensure 
what we want to happen – happens, and what 
we don't want to happen – doesn’t happen.    

 Please see the article on  six for more details page
regarding implementing an internal controls 
program.
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2018 Spring Workshop

4.   When making a signicant change to your EMS, don’t forget to contact 
Entity Development.   A recertication may be needed.   

5.   For more information on all-things EMS-related, consider attending 
NERC’s Sixth Annual Monitoring and Situational Awareness Conference, 
October 2-3, hosted this year by MISO.  NERC will send out the details 
regarding registration in June.   

 This conference provides a more detailed look at EMS innovations and 
emerging technologies, Lessons Learned from past events, plus a vendor 
panel consisting of ABB, GE, OSI, and Siemens to answer any and all 
EMS questions you may have!  

 If you have interest in helping plan this event, or want to assist industry in 
studying the causes and impacts of EMS outages, consider joining or 
participating on the NERC Operating Committee’s EMS Working Group.

For more information on EMS outages or the Event Analysis Process in general, 
see our website.

The second day of the Spring Workshop 
was devoted to private meetings for RF’s 
Compliance User Group (CUG) and 
Critical Infrastructure Protection 
Committee (CIPC). 

Our CIP Workshop was held on the last 
day and included CIP Themes, Patch 

Management, 
GridEx IV, 
Modifying CIP 
Standards, and 
Threat 
Intelligence. See 
Breaking down 
Silos on the next 
page for a full 
recap of our 
panel. 

The last day also included 
a presentation on Industrial 
Control Threat Intelligence 
from Sergio Caltagirone of 
Dragos, Inc. 

Sergio provided an 
overview of the threat 
environment in which 
adversaries are outpacing 
defenders, as well as a 
detailed explanation of 
Threat Intelligence and its 
benets. 

Attendees learned how to 
use Threat Intelligence to 
reduce harm by improving decision making before, during, and after cybersecurity 
incidents, and why Threat Intelligence should be an integral part of any modern 
cybersecurity program to signicantly improve the efcacy of all existing elements.
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Internal Controls Paradigm Shift
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Elements of Internal Controls

Effective internal controls provide reasonable assurance regarding the accomplishment of 
the established objective. Internal control programs are generally comprised of the ve 
components detailed below.  Each component is important in its own right, and all 
components should be constantly evolving. 

1.  Control Environment

The control environment is the foundation of the internal control program.  The control 
environment is how the organization addresses various aspects of company activities that 
include, but are not limited to, leadership philosophy, ethical values, policies, procedures 
and how management empowers their employees. The control environment embodies 
how the organization as a whole, from the CEO to the new employee, perceives, 
approaches and embraces the internal control program.  Examples of the control 
environment include:  company policies and procedures, anonymous hot lines, and 
vertical communication practices.

2.  Risk Assessment

Assessing risk is a critical component of an internal control program.  An organization 
must rst establish their company objectives in order to determine the risks that would 
preclude the organization from achieving those objectives.   Then the organization can 
move towards identifying the risks that could cause harm to the organization.  This is not 
always an easy process.  The organization must ensure it performs a risk analysis for both 
internal and external sources.  The groundwork for an entity's risk assessment should 
include the risks associated with its registered function and the risk the entity poses to the 
BES.  Because change is inevitable due to economics, regulatory and operating 
conditions, the organization must ensure it has implemented mechanisms capable of 
dealing with the risks associated with change.

The process of identifying and analyzing risk is an ongoing process. A constant 
assessment of an organization's risks should be performed in order to identify the impact 
the changing risk has on established internal controls.  By consistently reviewing external 
and internal risks, an organization positions itself with the appropriate mechanisms 
needed to react timely to changing conditions.

3.  Control Activities

Control activities, or internal controls, are the activities an organization performs to 

ensure its established objectives are achieved.  They are the mitigating actions an 
organization takes to address identied risks. 

There are two types of control activities, key and non-key.  Key control activities are those 
activities that if they are not performed, or performed incorrectly, will result in a process 
failing or providing inaccurate data.  Non-key controls are secondary activities that, 
should they fail, will not affect the process.  Examples of internal controls include activities 
as diverse as reviews, change management, incident documentation, authorizations, 
verications, security of assets and segregation of duties, to name a few.

4.  Information and Communication

Organizations require accurate, timely, pertinent information in a form and time frame 
that enables people to carry out their responsibilities. Effective communication ows 
down, across and up an organization.  In order for internal controls to be embraced and 
taken seriously, the message must be provided in a clear, consistent manner from all 
levels of management.  All employees must understand their role in the internal control 
program, as well as the importance their individual activities play as they relate to the 
work of others.  Finally, it is imperative that employees are provided a means of 
communicating signicant information upstream.

5.  Monitoring

Internal control programs can only be effective if they are monitored.  The breadth of the 
risk that the control is designed to mitigate will determine the scope and frequency of 
evaluation.  Monitoring must be appropriately performed in order to ensure that the 
control continues to be effective and produce expected results.  The assessment of all key 
controls performance over time, either in a formal or informal manner, must be 
performed in order to ensure that the control is performing as designed and producing 
expected results.  Monitoring can occur in a variety of ways, either during the ordinary 
course of operations, it can be an established, dened process that includes management 
and supervisory activities.  The monitoring process should start with establishing a 
baseline to determine normal performance, identifying the appropriate data to be 
collected, determining thresholds that initiate an alert, analyzing data to provide 
actionable insight and nally accurately reporting to all appropriate stakeholders.

Organizational risk changes over time, therefore so must internal control programs. The 
introduction of new technology, personnel, and regulatory demands can dilute once 
effective controls.  Monitoring internal control programs aid in identifying those issues.

Introduction

The ERO Compliance Monitoring program is an integral process to ensure the reliability and resiliency of the Bulk Electric System.  Over the course of time, the monitoring program 
has matured and shifted from being a compliance based plan to a process that is risk based and incorporates internal controls.  Through the use and review of internal controls, an 
organization can protect its assets, ensure accurate reporting of data and compliance with the policies of the ERO, Region and the entity, and evaluate its  performance.  The following 
is part one of a two part series on internal controls. 

By:  Denise Hunter, Senior Technical Auditor 



Data Visualization

Treemaps, What They Are and How to Use Them

In this installment of the series on data visualization, we will present a newer type of 
visualization, the treemap.

Treemaps are an effective means of displaying hierarchical data, data with groups, 
and subgroups. The treemap does this by creating a ranked set of nested 
rectangles. Recall from the rst installment on pie charts that humans can assess 
rectangles for the relative area rather quickly; the treemap capitalizes on this 
cognitive strength. The treemap does this in a ranked order with the most 
signicant contributors to the top left and the smallest to the bottom left.  

When might one use the treemap? Tree maps work great:

Ÿ To display large amounts of hierarchical data.

Ÿ When a bar chart cannot adequately handle a large number of values.

Ÿ To show proportions between each part and the whole.

Ÿ To show the pattern of the distribution of the measure across each level of 
categories in the hierarchy.

Ÿ To show attributes using size and color coding.

Ÿ To spot patterns, outliers, most-important contributors, and exceptions.

We will start off with the horizontal bar chart from the last article, Violations by 
Company.

This graph gives a nice view of the violations by company. Now perhaps we also 
have the number of violations by standard. We could show that similarly.

We now have some new insight, Violations by Standards.  Standard ABC-001-3 is 
the most violated standard, and the Umbrella Corporation has the most violations. 
What if we wish to know who violates what standards the most? This is where we 
can use the hierarchical prowess of the treemap. 
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Data Visualization

"How to Make a Treemap in Excel," Laptop, https://www.laptopmag.com/articles/make-treemap-excel

"Treemaps in Power BI," Microsoft, https://docs.microsoft.com/en-us/power-bi/power-bi-visualization-
treemaps

We will examine which standards are most violated and which companies violate those 
standards.

We can quickly see the structure of the treemap. ABC-001-3 is to the left as the most violated 
standard, and we can quickly see Umbrella Corporation violated this standard more 
frequently. Similarly, we also can see that the East Empire Company did not violate this 
standard. We can also see that ABC-002-6 is violated the least by its size and position. Here 
we see that East Empire Company violated the standard the most and that Vault-Tec has not 
violated this standard.

We could rearrange the hierarchy to look at this a different way.  To the right is the same data 
presented differently to tell a different story. We can still see the same principles in use and the 
top-left to bottom-right ordering of the categories and sub-categories.

Treemaps are a powerful tool for visualizing data and telling some quick data stories. They 
also work exceptionally well as part of a dashboard where they can tell a bigger story 
alongside other visualizations. As of Ofce 2016, Excel can handle this job; there is no longer 
a need for a business intelligence (BI) tool or a program such as R or Python to make 
Treemaps. You will nd the treemap under the Insert tab. Go to Charts and nd Insert 
Hierarchy Chart and have fun looking at your data in a new way.
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Summer 2018 

RF performs a seasonal summer resource adequacy 
assessment based on the results PJM and MISO 
provide. This article shares some highlights from 
MISO, PJM, and RF assessments.  For the upcoming 
summer of 2018, both MISO and PJM are expected 
to have an adequate amount of resources to satisfy 
their respective planning reserve requirements.  
Below are the statistics that supports our analysis on 
outage risk, which concludes that there should not be 
an issue supplying demand within the RF Region this 
summer.  

PJM Capacity and Reserves

Ÿ PJM net capacity resources that include 
existing certain generation and net scheduled 
interchange for the 2018 planning year are 
projected to be 189,859 MW.  The projected 
reserves for the PJM RTO during the 2018 
summer peak are 46,846 MW, which equates 
to a 32.8 percent planning reserve margin for 
the net internal demand (NID) of 143,013 
MW.  This is greater than the PJM planning 
reserve margin requirement for the 2018 
planning year of 16.1 percent. The planning 
reserve margin for this summer is higher than 
the 2017 forecast level of 27.9 percent. This 
is due to increased capacity in PJM's market 
and a slightly negative percent load growth 
compared to last year.  

MISO Capacity and Reserves

Ÿ MISO net capacity resources for the 2018 
planning year are 141,417 MW.  The current 
projected reserves for MISO for the 2018 
summer peak are 22,703 MW, which equates 
to a 19.1 percent planning reserve margin for 
the NID of 118,714 MW.  This is greater than 
the MISO planning reserve margin 

requirement of 17.1 percent for the 2018 
planning year. An increase in the amount of 
generator forced outages is responsible for 
the change in the planning reserve margin 
requirement. The planning reserve margin for 
this summer is slightly higher than the 2017 
forecast level of 18.8 percent. This is mostly 
due to decreased demand in MISO's market 
that have taken place since last summer.

RF Footprint Resources

Ÿ The net capacity resources in the RF footprint 
for the 2018 planning year are projected to 
be 204,012 MW.  The projected reserves for 
the RF footprint during the 2018 summer 
peak is 41,035 MW. The Total Internal 
Demand (TID) of 173,407 MW with demand 
side management of 10,430 MW equates to 
a NID of 162,977 MW. Since PJM and MISO 
are projected to have adequate resources to 
satisfy their respective reserve margin 
requirements, the RF region is projected to 
have sufcient resources for the 2018 summer 
period.

Random Generator Outage Risk Analysis

The following analysis evaluates the risk associated 
with random outages that may reduce the available 
capacity resources below the load obligations of PJM 
or MISO.  

The stacked bar charts in Exhibits 1 and 2 are based 
on forecasted Summer 2018 demand and capacity 
resource data for the PJM and MISO RTOs. The daily 
operating reserve requirement for PJM and MISO at 
the time of the peak demand is also included as a 
load obligation.  The range of expected generator 
outages is included for scheduled and random 
outages. The random outages are based on actual 

NERC Generator Availability Data System (GADS) 
outage data from June, July, and August of 2013 
through 2017.

The committed resources in PJM and MISO are 
represented by the Resources bar in shades of blue 
and only include the net interchange that is a 
capacity commitment to each market. Additional 
interchange transactions that may be available at the 
time of the peak are not included as they are not rm 
commitments to satisfying each RTO's reserve margin 
requirement.

The rm demand and the demand that can be 
contractually reduced as a Demand Response are 
shown in shades of green. The rm demand 
constitutes the Net Internal Demand, with Total 
Internal Demand including the Demand Response. 
The daily Operating Reserve requirement (shown in 
yellow) is between the NID and DR bars. There are 
two sets of stacked Demand bars on the chart, one 
each representing the 50/50 demand forecast and 
the 90/10 demand forecast. For instance, the 50/50 
demand forecast projects a 50 percent likelihood that 
demand exceeds 143,013 MW. The 90/10 demand 
forecast is a more conservative model, projecting a 
10 percent chance that demand exceeds 154,501 
MW. Since DR is utilized rst to reduce the load 
obligation when there is insufcient capacity, this part 
is at the top of the Demand bar. In the event that 
utilization of all DR is not sufcient to balance 
capacity with load obligations, system operators may 
rst reduce operating reserves prior to interrupting 
rm load customers.

Between the Resources bar and the Demand bars is 
the Outage bar. While scheduled outages during the 
summer season are generally minimal, there are 
scheduled outages planned during the summer that 
are reected in the amount of Scheduled 

Reliability Resource Risk Assessment
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Summer 2018 

Maintenance (colored gray) in the Outage bar. The remainder of the Outage bar 
represents the entire range of random outages (pink shows 100 percent of the 
random outages; rose shows less than 100 percent down to 10 percent of the random 
outages; and red shows less than 10 percent down to 0.2 percent of the random 
outages on the chart) which occurred during the ve-year reference period.

In the following discussion of the random outages, the analysis of random outages 
exceeding certain reserve margin targets is presented as a probability. These 
probabilities are not based on a true statistical analysis of the available daily random 
outage data. Rather than statistical probabilities, these numbers represent the 
percentage of the daily outages during the ve prior summer periods that would have 
exceeded the reserve margin that is listed. They are discussed as probabilities as a 
matter of convenience in describing the analysis results.

To the left side of the range of random outages are probability percentages related to 
the amount of random outages that equal or exceed the amount of outages shown 
above that line on the Outage bar. Moving from top to bottom of the Outage bar 
represents an increasing amount of random outages, with a decreasing probability for 
the amount of random outages. In the PJM chart, the random outages represented by 
the bar above the 100% point is 6,310 MW. This means that the probability of there 
being at least 6,310 MW of random generation outages is 100 percent. 

Similarly, at the 10 percent point, the outages represented by the bar above the 10 
percent point is 19,746 MW (6,310 MW + 13,436 MW). There is a 10 percent 
probability that there will be at least 19,746 MW of outages.   As shown by the 
probabilities and corresponding amounts of random outages, the distribution of 
random outages is not linear throughout the range of outages observed. 

To the right of the Outage bar are the probabilities of the random generation outages 
that correspond to different levels of demand obligation. 

Exhibit 2 contains the information to perform the same analysis for MISO. The top of 
the 50/50 demand obligation bar for MISO represents TID with operating reserves. 
The line between the Outage bar and the 50/50 Demand bar represents a 3 percent 
probability that there will be an amount of outages that will require Demand Response 
resources to be utilized. 

The top of the 90/10 demand obligation with the operating reserves has a 41 percent 
probability that Demand Response will be required. With the listed Demand Response 
fully utilized, there is a 2 percent probability that the random outages will reduce 
available resources below the rm demand and operating reserve obligations.
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CIP Low Impact Update

Summary of Changes between CIP-003-6 and 
CIP-003-7

Changes in Terminology

Two terms were removed from “Glossary of Terms Used 
in NERC Reliability Standards” (NERC Glossary, 
available here  ):

Ÿ Low Impact BES Cyber System Electronic Access 
Point (LEAP)

Ÿ Low Impact External Routable Connectivity 
(LERC)

Two existing NERC Glossary terms were modied to 
accommodate their use for low impact BES Cyber 
Systems:

Ÿ Transient Cyber Asset (TCA)
Ÿ Removable Media

Requirement R1 Part 1.2, Cyber Security Policy 
for Assets Containing Low Impact BES Cyber 
Systems

The required topics for the cyber security policy for 
assets containing low impact BES Cyber Systems have 
changed. The Version 6 policy topic “Electronic access 
controls for Low Impact External Routable Connectivity 
(LERC) and Dial-up Connectivity” has been simplied to 
“Electronic access controls.” Two policy topics, 
“Transient Cyber Assets and Removable Media 
malicious code risk mitigation” and “Declaring and 
responding to CIP Exceptional Circumstances” have 
been added.  Each of which is further discussed below.

Attachment 1 Section 2, Physical Security 
Controls

The section covering physical security controls was 
modied to remove the reference to LEAP and substitute 
equivalent language that does not refer to LEAP.

Attachment 1 Section 3, Electronic Access 
Controls

Section 3 was re-written to remove the terms LERC and 
LEAP, and to clarify the electronic access control 
requirements. Some sections of Order 843 provide 
insight into FERC’s expectations. Order 843 P 28 states, 
in part, “We [FERC] expect responsible entities to be 
able to provide a technically sound explanation as to 
how their electronic access controls meet the security 
objective.” 

Also, Order 843 P 29 includes the statement, “[W]e 
believe that NERC and the Regional Entities will have 
the ability to assess the effectiveness of a responsible 
entity’s electronic access control plan as well as a 
responsible entity’s adherence to its electronic access 
control plan.” Responsible entities should be cognizant 
of these statements when developing and implementing 
electronic access controls for low impact BES Cyber 
Systems.

Attachment 1 Section 4, Cyber Security Incident 
Response

The only change in Section 4 is the accommodation of 
the name change of the Electricity Sector Information 
Sharing and Analysis Center (ES-ISAC) to the Electricity 
Information Sharing and Analysis Center (E-ISAC).

Attachment 1 Section 5, Transient Cyber Asset 
and Removable Media Malicious Code Risk 
Mitigation

CIP-003-7 Attachment 1 Section 5 is a new provision 
that requires responsible entities to “achieve the 
objective” of mitigating the risk of malicious code from 
Transient Cyber Assets and Removable Media for its low 
impact BES Cyber Systems.

FERC Order 843 Approves CIP-003-7

On April 19, 2018, the Federal Energy Regulatory 
Commission (FERC) issued Order 843 (available 
here  ) which, in addition to other actions, approved 
CIP-003-7 (available here.)

This article will discuss the provisions of Order 843 
and will also summarize the changes between CIP-
003-6 and CIP-003-7.

Order 843 took these actions:

1) FERC approved Reliability Standard CIP-003-
7, Cyber Security – Security Management 
Controls.

2) FERC approved the associated 
implementation plan, violation risk factors, 
and violation severity levels.

3) FERC directed NERC to conduct a study to 
assess the adequacy of the implementation of 
electronic access controls for low impact BES 
Cyber Systems. This study is to be completed 
by June 30, 2021. 

4) FERC directed NERC to modify CIP-003-7 to 
include a clear requirement to mitigate the 
risk  of malicious code from third-party 
Transient Cyber Assets.
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CIP Low Impact Update
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Violation Severity Levels

The Violation Severity Levels were modied to reect the new language in 
Requirement R1 and Attachment 1.

Attachment 2

Attachment 2 was modied to reect the changes in Attachment 1

Guidelines and Technical Basis

In the Guidelines and Technical Basis (G&TB), text was added to discuss the cyber 
security policy requirements for low impact BES Cyber Systems. The G&TB was also 
modied to reect the changes to Attachment 1. Discussion of electronic access 
controls was greatly expanded, and the associated Reference Models were re-written 
and expanded to correspond with the new language of Section 3. 

Implementation Plan

Order 843 also approved the CIP-003-07 Implementation 
Plan. In accordance with the Implementation Plan, 
CIP-003-6 Requirement R2 Attachment 1 Sections 2 and 3 
(physical security controls and electronic access controls) 
will not become effective on September 1, 2018. Instead, 
CIP-003-7 Requirement R2 Attachment 1 Sections 2 and 3 
will become effective along with the rest of CIP-003-7 on 
January 1, 2020.

The Implementation Plan also incorporates by reference the 
sections of the CIP-003-5 and CIP-003-6 Implementation 
Plans that deal with planned and unplanned changes, 
carrying forward these provisions into CIP-003-7. 

As the CIP-003-7 Implementation Plan is silent on initial 
performance of periodic requirements, the initial 
performance date for CIP-003-6 Attachment 1 Section 
4.5’s Cyber Security Incident response plan testing remains 
July 1, 2019.

Electronic Access Control Adequacy

Order 843 P 30 requires NERC to perform a study to 
assess the adequacy of the implementation of electronic 
access controls for low impact BES Cyber Systems. The 

results of this study are to be submitted to FERC no later than June 30, 2021. When 
audits of CIP-003-7 begin in 2020, audit teams will begin gathering data for this 
study to be submitted to NERC.

Mitigation of Malicious Code

Order 843, P 39 directs NERC to modify CIP-003-7 to include an explicit 
requirement that responsible entities implement controls to mitigate the risk of 
malicious code that could result from third-party transient electronic devices.  

Summary

The table below summarizes the CIP requirements that are applicable to low impact 
BES Cyber Systems.



The Seam

MISO’s Market System Enhancement Project

Overview: 

As MISO has grown over the years, so have the demands and requirements of 
MISO’s market systems. The current system has served MISO and its members well 
but requires an upgrade to meet long-term needs as our industry evolves. 

To ensure MISO is ready to meet the challenges and opportunities of the future, 
MISO’s Market System Enhancement (MSE) program is transforming the current 
platform into a exible, upgradeable, and secure system that ensures value, 
reliability and security for stakeholders.

 The program moves MISO closer to fullling the organization’s vision of being the 
most reliable, value-creating RTO. 

Program Elements: Extend, Design, and Upgrade

In 2017, an evaluation of MISO’s existing market systems found that the current 
system is unable to meet long-term needs and requirements, conrming that it was 
time to plan and build a system of the future. Over a seven-year period, MISO’s 
MSE team will extend the life of the current market system platform, design the 
platform of the future, and upgrade the platform so it is adaptable and offers 
transformative market opportunities. 

Incremental investments will extend the life of the current system in order to 
continue meeting near-term requirements until a new system is fully in place. 
Additionally, the MSE team is conducting in-depth analysis of the current system 
and anticipated future needs to generate requirements for the new system.

Over the next two years, MISO will continue laying the groundwork for the new 
market system. While designing the new market system platform, the MSE team will 
establish the technical foundation by building upon capabilities to leverage key 
data for markets and reliability systems. During this phase, MISO will continue 
evaluating technology, processes, and vendors in case there is a need to make 
further modications due to performance concerns or changing business 
requirements. 

In 2019, MISO will conrm the nal design of the new system and the MSE team 
will begin building MISO's enhanced market system. The new market system will be 
fully integrated in 2024. 

The new market system will operate in modular, adaptable, and extensible 
capacities to offer maximum value to stakeholders and meet evolving needs in the 
long-term. The MSE program plays a critical role in  executing MISO’s mission and 
fullling its vision in being the most reliable, value-creating RTO. This initiative to 
enhance its market system platform not only recognizes the upcoming end-of-life of 
the current market system, but it also responds to MISO’s organizational values in 
enhancing value to stakeholders and ensuring the future reliability of the grid. 
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