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Welcome!

Morning Session: Facility Ratings
• 8:00 a.m. – Noon

Afternoon Session: Supply Chain
• 1:00 p.m. – 5:00 p.m.
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Before We Get Started...

Please make yourself comfortable

Eliminate unnecessary distractions

Participate by joining us at Slido.com 
#RFFacilityRatingsWS

Take notes, be engaged, and share what you learned

The purpose of today’s morning session:
 Provide an overview of the Facility Ratings issue
 Discuss risks and mitigations we have seen
 Share internal controls and best practices
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Morning Agenda

 Welcome - Background and History of the Facility Ratings Risk
• Brian Thiry, Manager – Entity Engagement

 Compliance Monitoring and Facility Ratings
• Derek Kassimer, Principal Analyst – Risk Analysis & Mitigation

 Internal Controls and Facility Ratings
• Denise Hunter, Principal Technical Auditor – Operations & Planning
• Brian Hallett, Principal Reliability Consultant – Entity Engagement

 Commissioning Process and Facility Ratings
• Jim Kubrak, Manager – Operations & Planning

 Validation and Verifications of Facility Ratings
• Johnny Gest, Manager – Engineering & System Performance

 Virtual Breakout Sessions
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Virtual Breakout Sessions

 Large Transmission Owners 
• American Electric Power Service Corporation 

‒ Kamran Ali, Managing Director
‒ Hassan Hayat, Regional Manager

• PPL Electric Utilities Corporation
‒ David Quier, Director of Asset Management
‒ Shadab Ali, Manager of Transmission

 Medium-Small Transmission Owners
• CenterPoint Energy (Vectren)

‒ Ryan Abshier, Manager of the Indiana Planning & Protection Group

• Duquesne Light Company
‒ Joe Pilch, Transmission Planning Engineer

 Generator Owners
• Talen Energy

‒ Nick Poluch, Senior Manager, NERC & Cyber Protection
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More Than Just FAC-008

Facility Ratings

NERC Standards & 
Compliance

Internal 
Controls

Asset & 
Configuration 
Management

PlanningOperations

FAC-008-3
FAC-011-3
FAC-014-2
TOP-001-4
TOP-002-4
PRC-023-4
PRC-025-2

Review Methodology
Facility Sampling
Substation Walk-downs
Validate Data (Operations/Planning)

Causes

Verification & Validation
Reconciliations
Change Management
Communication
Training

Self-Assessments
Monitoring
Access Controls
2nd Party Reviews
Contract Management

Increased Capital Spending
Commissioning
Mergers / Acquisitions
Coordination (contractors, 
customers substations, etc.)
Lack of understanding
Time / competing prioritiesPrints

Databases

Human 
Performance

Alignment: Operations, 
Planning, plus Relaying

Situational 
Awareness

SOLs
IROLs
De-rates

Dynamic Ratings
Ambient Adjusted Ratings

Clearance Issues?
Equipment Failures?

Modeling (plus breaker -
node modeling)
Assessments
Operating Guides
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What is the Risk?

 Cannot wait for the risk to be realized
• Mitigate Facility Rating risks before equipment failures and outages
• Key example: Cyber-security risks and threats

 Facility Ratings and Modeling are the building blocks
• Operational and Planning studies are predicated on these being accurate
• Challenges to advance to dynamic ratings/sensors if base is not correct

 Incorrect ratings are violations of a Standard developed and approved by 
industry, and need to be corrected
• Correcting ratings to properly reflect system conditions mitigates unnecessary risk

 FAC-008 is not a Print Management Standard
• However, it’s extremely challenging to be good at Facility Ratings and have incorrect prints
• Inaccurate prints/databases impacts other risks (Human Performance, Relaying, etc.)
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ERO Action Items

 Work with Industry to Analyze, Communicate & Mitigate the Risk

2016    2017     2018                                        2019                                      2020

ERO Risk 
Element: 
Maintenance and 
Management of 
BPS Assets

ERO Risk Element:
Gaps in Program 
Execution 

ERO starts 
receiving multiple 
severe self-reports

Letter plus 
Questionnaire
(October 2019)

Began Substation 
Walk-Downs as part of 
Audit process

1:1 meetings with 
Transmission Owners

ERO Practice Guide 
Endorsed (June 2020)

Facility Ratings 
Workshop (August 25)



Compliance Monitoring and Facility 
Ratings
Derek Kassimer

Principal Analyst, Risk Analysis & Mitigation
RF Fall Virtual Workshop

August 25, 2020
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Agenda

Definition of Terms

Facility Ratings use in Operations and Planning

What to expect during compliance monitoring of FAC-008-3

CMEP Practice Guide

2



Forward Together • ReliabilityFirst 

Terms

 System Operating Limit (SOL) – The value (such as MW, MVAR, amperes, 
frequency or volts) that satisfies the most limiting of the prescribed operating criteria 
for a specified system configuration to ensure operation within acceptable reliability 
criteria. System Operating Limits are based upon certain operating criteria. These 
include, but are not limited to: 
• Facility Ratings (applicable pre- and post-Contingency Equipment Ratings or Facility Ratings)

• Transient stability ratings (applicable pre- and post-Contingency stability limits) 

• Voltage stability ratings (applicable pre- and post-Contingency voltage stability) 

• System voltage limits (applicable pre- and post-Contingency voltage limits) 

3
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Terms (cont’d)

 Facility
• A set of electrical equipment that operates as a single Bulk Electric System Element (e.g., a line, 

a generator, a shunt compensator, transformer, etc.)

 Equipment Rating
• The maximum and minimum voltage, current, frequency, real and reactive power flows on 

individual equipment under steady state, short-circuit and transient conditions, as permitted or 
assigned by the equipment owner.

 Facility Rating
• The maximum or minimum voltage, current, frequency, or real or reactive power flow through a 

facility that does not violate the applicable equipment rating of any equipment comprising the 
facility.

4
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Example Facility Data Tracking

5
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NERC Reliability Standards

Numerous Standards touch upon Facility Ratings
• FAC-008-3 – confirm TO and GO have Facility Ratings consistent with the 

Facility Ratings Methodology (FRM) 

• FAC-014-2– confirm RC and TOP SOLs are consistent between Real-time 
models and models used for Operational Planning Analysis 

• FAC-014-2 – confirm PA/PC and TP SOLs are consistent in planning models 

• TOP-001-4 and TOP-002-4 – confirm TOP SOLs are consistent between Real-
time and the models used for Operational Planning Analysis 

• PRC-023-4 and PRC-025-2 – Transmission and Generator Relay Loadability 
based upon Facility Ratings

6
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Facility Rating Locations – Tools and Applications

7

Substations
Lines

Generation

Facility 
Ratings 

Database

One-Line 
Diagrams

DynamicShort CircuitModels Years
1 - 10

MMWG Series Planning Models

Energy 
Management 

System (EMS)
State 

Estimator

Operations 
Planning

TO & GO

RC & TOP

PC & 
TP
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Facility Rating Locations

8
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What to Expect from Compliance Monitoring

Prior to the engagement
• Data Sampling will be performed, and a complete list of all transmission and 

generation facilities will be requested.  
• From that list, certain facilities will be selected.  
• Evidence will need to be provided showing the Facility, Equipment Ratings, 

Facility Ratings, etc.  

Don’t be surprised if…
• You are requested to provide one line diagrams of the selected Facilities
• You are asked to discuss how you define “terminal equipment” or the difference 

between normal and emergency Ratings
• Even if FAC-008-3 R3 isn’t in scope, you are requested to provide your Facility 

Ratings Methodology to ensure it is being followed

9
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What to Expect from Compliance Monitoring (cont’d)

 Please remember to include source documents/evidence corroborating 
Ratings

10
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What to Expect from Compliance Monitoring (cont’d)

During the engagement, a walkthrough of various Facility Rating 
processes will be performed, which may include:
• The use of a Facility Ratings Database or asset management system
• Processes around equipment commissioning, modification and retirement
• Processes around the flow of Ratings data from the field to the one line 

diagrams, Facility Ratings Database, EMS, models, etc.
• Internal controls around the Facility Ratings processes

11
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What to Expect from Compliance Monitoring (cont’d)

Field verifications
• Substation field inspections may take place to verify the Facility and Equipment 

Ratings provided. 
‒ This will be a collaborative effort between CM (Compliance Monitoring) staff and the entity to 

determine which substations to visit, safety protocols, etc.  

• Within the control room, Facility Ratings within the EMS may be compared to 
those within the Facility Ratings database.  

• The Facility Ratings provided to the Reliability Coordinator through PJM’s 
eDART or MISO’s CROW systems may be verified to ensure they align with 
those within the EMS and Facility Ratings database.

12
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Facility Ratings CMEP Practice Guide

13
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Facility Ratings CMEP Practice Guide (cont’d)

The CMEP (Compliance Monitoring and Enforcement Program) 
Practice Guide provides guidance for CMEP staff, however, since it is 
publicly available, it also provides insights that Registered Entities can 
benefit from.

CMEP staff will use this document as a guide to assist in the review of 
Facility Ratings over the aforementioned Standards in the hopes of 
promoting consistency across the ERO.

However, each case will be evaluated based on the specific facts and 
circumstances for compliance monitoring determinations.

14
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Facility Ratings CMEP Practice Guide (cont’d)

Validation of Facility Ratings in the EMS and models
• Compare Real-time models and Facility Ratings to identify any discrepancies. If 

there are, is there a valid reason?
• Do Real-time models use the most limiting applicable Equipment Rating that 

comprises that Facility? 
• How are temperatures adjusted or seasonal ambient ratings reflected in Real-

time operations?  How are temporary Rating changes accounted for?

Dynamic Facility Ratings
• If Real-time ratings based on certain factors (e.g., temperature, wind speed, etc.) 

are used, how is that calculation consistently applied and updated within Real-
time operations?

15



Forward Together • ReliabilityFirst 

Facility Ratings CMEP Practice Guide (cont’d)

Field Verification of Equipment
• As stated previously, physical walk-downs of substations to verify Facility Ratings 

are consistent with documentation will most likely be performed. Normally, this 
will include 2 to 3 substations relatively close to the engagement location.

• If walk-downs are not currently being performed, the ERO strongly encourages 
the practice to properly validate Facility Ratings.

• If walk-downs are performed for all or some substations, discuss how this is 
achieved. Is it risk-based or simply on voltage level? Is it performed during 
commissioning? How is it documented? 

• Keep in mind, if walk-downs are being performed by your entity to a level to 
which the CM staff believes the risk is addressed, walk-downs by the CM staff 
may not be necessary during the engagement.

16
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Facility Ratings CMEP Practice Guide (cont’d)

Design Ratings
• “CMEP staff shall not accept design drawings as sole evidence of Equipment 

Ratings.”
• Please verify Equipment Ratings, not assuming that the design drawings 

accurately reflect the actual installed equipment.  
• Follow your Facility Ratings Methodology ensuring that Equipment and Facilities 

are rated accordingly.

 Internal Controls
• As with all Reliability Standards, the review of internal controls will be a focus.
• Communicate with CM staff the controls in place and how they help mitigate the 

risks.

17
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Facility Ratings CMEP Practice Guide (cont’d)

Use these to assess your current practices

18
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Closing Remarks

Understand that Facility Ratings reach into numerous areas of 
Operations and Planning

Use the resources available such as the CMEP Practice Guide and 
ERO Standard Application Guide to evaluate your current practices 
(https://www.nerc.com/pa/comp/guidance/Pages/default.aspx)

RF is always willing to discuss any questions you may have. Feel 
free to contact me:
• Derek Kassimer, Principal Analyst, Risk Analysis & Mitigation
• 216-503-0638
• derek.kassimer@rfirst.org

19

https://www.nerc.com/pa/comp/guidance/Pages/default.aspx
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Questions & Answers
Forward Together         ReliabilityFirst 



Internal Controls and Facility Ratings 
Denise Hunter – Principal Technical Auditor, Compliance Monitoring

Brian Hallett – Principal Reliability Consultant, Entity Engagement
RF Fall Virtual Workshop

August  25, 2020



Why Focus On Controls?

2

Prevention Cure

Problem

Facility Ratings Issues / 
Bad Print Management

Data / Record 
Corrections

Mitigation

Asset + Change 
Management

Training

Managing 
Specifications

Increased 
Regulation



Tx Planning Sub/T-line 
Design Commissioning Operations Storm/

Emergency

• Procedure to make 
changes to official 
engineering 
drawings to reflect 
changes made in 
the field

• Checklist to notify 
owners of systems-
of-record that new 
equipment has been 
placed in-service 

• Drawing/Print version 
controls

• Process to issue 
drawing packages to 
various engineering 
groups

• Process to update 
records based on 
field mark-ups

ACM – BU1
• Act 1
• Act 2
EXID – BU1
• Act 1
• Act 2
GPs (Sustaining)

ACM – BU2
• Act 1
• Act 2
EXID – BU2
• Act 1
• Act 2
GPs (Sustaining)

ACM – BU3
• Act 1
• Act 2
EXID – BU3
• Act 1
• Act 2
GPs (Sustaining)

ACM – BU4
• Act 1
• Act 2
EXID – BU4
• Act 1
• Act 2
GPs (Sustaining)

ACM – BU5
• Act 1
• Act 2
EXID – BU5
• Act 1
• Act 2
GPs (Sustaining)

Drive Consistency + Efficiency + Identify Gaps

Drive Mitigation of Risks

• Process to develop 
ratings based on 
design drawings and 
one-lines following 
FAC-008 
methodology

• Process to verify that 
ratings in the system-
of-record are aligned 
with planning and 
operations models

• Process to notify 
systems-of-record 
owners that 
equipment has failed 

• Process to notify 
systems-of-record 
owners that new 
equipment has been 
placed in-service 

• Process to notify Tx
Planning + Sub/T-
Line Design should 
inconsistent facility 
ratings be identified

Framework

3



Current State

FAC-008-3 Effective Date 1/1/2013

 2015 to Current opportunities found on audit: 52 
PNC/AoC/Recommendations, 6 Positive Observations 
Note:  Many more FAC-008-3 fall downs were self reported

Various opportunities: Change management, Commissioning, 
Verification/Validation, Mergers and Acquisitions

We’re still talking about it

4



COSO

5



Establish a Baseline

Without a valid baseline all other changes are suspect.

Create a schedule including: 
• Cost baselines
• Identify the resources needed
• Estimate the number of hours to complete each task

This could be a large lift, therefore BE REALISTIC!

6



Change Management

 Establish a plan to identify changes to operations, operating conditions or 
deviations from an established baseline.

 Establish a change approval process.

 Develop a change implementation program that details proper coordination of 
approved asset changes.

 Monitor the change process.

 Document changes, following the change trail from conception to monitoring.

 Define an emergency change process.

7



Change Process Flow

Design Schedule WorkPlanning
Change Initiated

Commissioning

Capital Project

Ratings
DatabaseEmergency

Maintenance

Design
As Built Prints

EMS/ 
Planning Models

Maintenance 
Tracking

Other Entities/ 
Customers

IC#1
Change requests include defined roles and 

responsibilities, and are based on identified 
needs that are evaluated, documented and 

authroized

IC#2
Plans and data are created and used in system and regression testing. 

Changes are reviewed, and approved for intended functionality and 
specifications by peers or independent reviewer. Segregation of 

Duties, if possible 

IC#4
Testing phase.  Test the relay to make sure if 

functions as designed.  All changes from the original 
design are documented. Changes are logged and 

the log is reviewed to ensure all changes have been 
implemented

IC#3
All changes have established listings of internal and 

external customers that could be affected by the 
change, and communication of the change is 

addressed as designed and timely

IC#5
Emergency changes are approved by management and 

IC 1-4 and IC 6-11 are completed after the fact in a 
timely manner to ensure appropriateness

IC#6
A documented back-out plan is 

developed for changes that can not 
be implemented.  For a relay, if the 
change can not be implemented it 

returns to the design stage.

IC#7
Established reconciliation process to 
ensure what is entered matches source 
documentation

IC#8
Changes are reviewed and approved for 
appropriateness and specifications by peers 
or independent reviewer

IC#9
Established reconciliation process to 
ensure what is entered matches source 
documentation

IC#10
Established reconciliation process to 
ensure what is entered matches source 
documentation

IC#11
Established list of all internal or external 
customers that require updated prints, 
with timing expectations.  Monitor the list 
for any changes

Established Monitoring Process(es)

8



Mergers and Acquisitions

1) Provide increased visibility and transparency by identifying key risks related to the strategic 
transaction change (i.e., highlight potential operational risks). 

2) Identify gaps in the integration or separation project management plan (i.e., determine if all 
required NERC responsibilities have been met and are documented). 

3) Call out the impact that the acquisition and its integration, or the divestiture, may be having 
on other parts of the business and established internal controls. 

4) Support management’s prioritization of risks of transition and organizational readiness for 
the effective and efficient allocation of resources to address the risks and controls. 

5) Provide increased visibility of changes impacting established processes and controls. 

9



Managing Your Business Through Internal Controls

 Internal control or an internal control system is the integration of 
the activities, plans, attitudes, policies and efforts of the people of 
an organization working together to provide reasonable assurance 
that the organization will achieve its objectives and mission. 

10



RF Management Practices
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Managing 
Projects

Work 
Management

Planning

Managing 
Technical 

Work

Implementation

Integration

Verification

Validation

Managing 
People

Grid 
Operations

Grid 
Maintenance

Workforce 
Management

Managing 
Goals and 
Metrics

Reliability 
Quality 

Management

Measurement 
and Analysis

Managing 
Risks

Risk 
Management

External 
Inter-

dependencies

Structured 
Decision 
Marking

Managing 
Assets

Asset and 
Configuration 
Management

Information 
Management



Appraisal Process

12

Outputs

Inputs
Sample

or
“Widgets”

• Implementation Level

• Process document 
citations

• Reviewer comments / 
recommendations

Inputs

Process 
Document

Management 
Practices

Lens

• RFI questions
• Thermometers



Management Practice: Asset and Configuration Management

The purpose of Asset and Configuration Management (ACM) is to establish an inventory of assets and 
configuration items, define the attributes of those assets and items, and maintain their integrity in the 
context of reliability and resilience.  

Objective 1 Establish assets and configuration items inventory
Activity 1.1 Identify assets and configuration items
Activity 1.2 Define asset and configuration item attributes
Activity 1.3 Establish inventory and configuration control systems
Activity 1.4 Establish inventory and configuration baselines

Objective 2 Control Changes
Activity 2.1 Establish change control 
Activity 2.2 Control changes to assets and configuration items and baselines

Objective 3 Verify Integrity
Activity 3.1 Establish and maintain change records
Activity 3.2 Perform assessments

13



Asset and Configuration Management Thermometer

14



Generic Goals and Practices

15

Generic practices (GP) relate to process institutionalization, which measure an entity’s ability to
sustain the effectiveness of the internal controls around the management practices evaluated.

GG 1.0  Achieve the specific goals
GP 1.1    Perform specific practices

GG 2.0  Perform and institutionalize a managed process
GP 2.1 Establish and maintain governance
GP 2.2 Plan and monitor the process
GP 2.3 Provide resources for the process
GP 2.4 Define responsibility and stakeholder involvement
GP 2.5 Education and train the process
GP 2.6 Manage and control the process
GP 2.7 Objectively monitor the process

GG 3.0  Perform and institutionalize a defined process
GP 3.1  Define the process
GP 3.2 Improve the process



Report Out

16

Management Practice 
Description

Overall Capability 
Score Across 
Organization

Strengths Observed by 
Activity and Business 

Unit Specific 
Recommendations 

to Improve 
Capability

General Areas of 
Focus



Summary

Each Business Unit needs to deploy the appropriate controls to 
mitigate the various risks.

A model-based framework can be used to assess similar types 
of controls across an organization, focusing on: 

1. Gaps that need to be filled
2. Increasing maturity
3. Sharing best practices

Both approaches work together to promote                   
“Operational Excellence”

17



Questions & Answers
Forward Together         ReliabilityFirst 
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Facility Ratings & Commissioning 
Process

Jim Kubrak
Manager, Operations and Planning Monitoring

RF Fall Virtual Workshop
August 25, 2020
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Agenda

Discuss the industry shift in transmission investments
Review entity feedback from the questionnaire 
Discuss the importance/process of commissioning 
 Identify the trend in gaps and failure modes we are seeing 

from entities
Provide suggestions on best practices we have seen so far 

on mitigating risk

2
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DOE Annual U.S. Transmission Data Review March 2018

 Investments in 
Transmission almost 
doubled between 2010 to 
2015

With this amount of 
investment focus on 
upgrading the BES 
change in a shorter time 
span results in a 
heightened risk in change 
management programs

3



Forward Together • ReliabilityFirst 

Commissioning Importance/Process

 Last verification that the 
design/equipment works as intended

 Coordination between multiple 
personnel/groups 

 Information from the commissioning 
process needs to be provided to the key 
personnel who update that information in 
the ratings database, EMS model, etc.

 Once all sign offs are completed, In-
Service load checks (if applicable) and 
visual inspections are performed

 As-built prints need to be provided to the 
personnel responsible for maintaining as-
built prints

4
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FAC-008 Questionnaire

In your opinion, what is the biggest challenge for maintaining accurate Facility Ratings and accurate 
records across your databases?

5

0

2

4

6

8

10

12

14.) In your opinion, what is the biggest challenge for maintaining accurate Facility 
Ratings and accurate records across your entity’s databases?

A.) Projects in-progress being cut (sometimes by
budget) and then having to re-adjust the prints and
ratings.
B.) Frequent projects due to large amounts of
capital work.

C.) Contracted labor impacting different aspects of
the process.

D.) Overall lack of change management controls.

E.) Emergency, unplanned field changes, possibly
made worse by support from crews from other
operating companies or other entities
F.) Mergers/acquisitions

G.) Databases not synched (documentation
challenges)

H.) Other (please comment)

I.) More than one (please comment all applicable
answers)
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Most Common Gap in Facility Ratings

6

Design Schedule WorkPlanning
Change Initiated

Commissioning

Capital Project

Ratings
DatabaseEmergency

Maintenance

Design
As Built Prints

EMS/ System 
Study Software

Maintenance Tracking

Other Entities/ 
Customers
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Commissioning Failure Modes: Findings Through RF Data

 Single Point of Failure

 Data Entry Human Error

 As-built prints not getting back to proper personnel

 Incorrect relay settings being applied

 Errors in information transfer to new software systems

 Merger and Acquisition Commissioning differences

7
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Understanding Failures

Severity

Occurrence of the failure

Detection

Risk 

8
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Best Practices Through Feedback & Engagements

 5 year review (20% per year) of all 
facility ratings 

Commissioning Checklist sign offs 
before energization

 2nd-party reviews on facility ratings 
data entry with field

Eliminate single point of failure

9
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Reference Documentation - Power System Relaying and Control Committee

Commissioning
‒ IEEE PSRC, WG I-25:Commissioning Testing of Protection 

Systems

Design
‒ IEEE Quality Assurance for Protection and Control Design

https://www.pes-
psrc.org/kb/published/reports.html

10

https://www.pes-psrc.org/kb/published/reports.html
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You Are The Change!

11

Job Function
• PCC
• Project Manager
• Commissioning Engineer
• Technician
• PNA Engineer
• Management/Leadership
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Questions & Answers
Forward Together         ReliabilityFirst 



Verification and Validation (V&V) 
of Facility Ratings

Johnny Gest 
Manager, Engineering and System Performance

RF Fall Virtual Workshop
August 25, 2020
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Objectives

Explain the difference between Verification and Validation and 
when each is applicable

Provide insight with V&V key concepts and examples

NOT intended to be a mandatory prescribed method to 
implement V&V

V&V activities developed based on risk, impact and budget

2
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V&V Definitions

Requirement – Defined characteristic or performance parameters 
associated with electrical equipment 

Verification – The act of ensuring that all relevant electrical equipment 
meets applicable Requirements 
• Perform review/testing prior to implementation

Validation – The act of ensuring that electrical equipment operates 
correctly and pursuant to its intended purpose in its environment 
• Perform review/testing after implementation

3
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Verification Example

 Performed by technical personnel with experience on equipment and tool

 Identify risks associated with erroneous data from the field

4

Software that calculates equipment 
ratings and shows the results in a report

Data 
Repository

Data 
Entry

Calculation

Calculation

Calculation

Calculation

Output
Report

SME Personnel

SME Personnel

SME Personnel

SME Personnel

SME Personnel

Stakeholder

End User

Manager

Verification
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Validation Example

 Performed by end users and stakeholders (can interpret/communicate results)

 Identify value associated with testing

5

Software that calculates equipment ratings 
and shows the results in a report

Data 
Repository

Data 
Entry

Calculation

Calculation

Calculation

Calculation

Output
Report

SME Personnel

SME Personnel

SME Personnel

SME Personnel

SME Personnel

Stakeholder

End User

Manager

Validation
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Overall V&V Process

6

Identify – create a list of critical equipment and 
various relationships

Risk Assessment – determine the likelihood 
and impact that an error could occur

Prioritize – based on the risk assessment 
results, rank equipment based on criticality

Sampling – determine the rigor of V&V activities 
to be performed (i.e., sampling size)

Perform Testing – prepare, develop procedures 
and criteria, test, and record results

Analyze Results – check for failure trends

Analyze Process – check for deviation from 
actual testing versus the V&V process

1.

2a.

2b.

3.

4.

5a.

5b.

Perform Testing
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Identify

7

 Identify assets AND the people, technology and processes related 
to those assets

 SME feedback is critical to ensure coverage of all equipment and 
relationships 

PeopleAssets Technology Processes
Example

Manufacturer

Supply Chain

Design

Planning

Relay Technician

Operations

Test Equipment

Asset Database

Rating Database

Power Flow Model

EMS

One-line

Circuit Breaker

Testing Requirements

Contract Requirements

Design Requirements

Planning Process

Rating Methodology

Operational Guidelines
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Risk Assessment

8

Relationship between Threats, Events, Vulnerabilities, Likelihood, and Impact
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Prioritize & Sampling
 Risk Assessment determines the 

Impact and Likelihood; Risk = 
Impact x Likelihood.

 Based on risk priority, determine 
the time, resources, effort, 
frequency, thoroughness and 
budget of V&V activities.

 Depending on the equipment 
population, it may be pertinent to 
perform V&V activities for only a 
portion of the population.

 Reducing the number of items that 
require V&V activities reduces 
resource allocation and cost, which 
may allow for more rigorous V&V 
activities. 

9

Equipment
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Perform Testing

10
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Analyze V&V Results and Process

 Percentage of actual failures could indicate latent failures in the remaining population

 May need to perform additional V&V activities or implement mitigation activities

 Failure trend results should be communicated and incorporated into future risk 
assessments

 Document any deviation from the testing procedures and positive or negative 
observations during testing

 Review V&V procedures on a periodic basis; involve testers and stakeholders

 Review should allow for quick escalation of high risk observations (i.e., safety related) 

11

Failure Trends

Adherence to V&V Process
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External V&V

 Do your research

 Requirements are developed to reduce error

 Track performance against Requirements

 Performance results indicate level of V&V

 Be transparent with results…….benchmark performance and 
communicate results

12

What approach should be taken for equipment or data 
produced externally?
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Subcontractor V&V

 Be aware. Require that external sources provide notification when using 
Subcontractors

 Develop comprehensive requirements for use of Subcontractors:
• Adhere to organizational policies, procedures, and processes (especially related to safety and 

security)
• Have acceptable personnel training and certification (i.e., from a security perspective, it may 

be necessary to only allow Subcontractors from certain countries)
• Utilize appropriate equipment and tools

 Ensure that external source is periodically assessing Subcontractor performance

13

External sources may have to utilize an outside resource or Subcontractor
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V&V Tips
 Explore other high risk industries for additional insight V&V 

techniques

 Collaborate and share effective V&V techniques with industry peers
• ReliabilityFirst can help: Assist Visits, Workshops, Tech Talk with RF, newsletter 

articles, etc.

 Develop controls that increase both quality and efficiency (templates 
and checklists) 

 Take advantage of previously performed V&V activities 

 Take advantage of V&V toolsets that have already been developed 

 Leverage resources performing other activities to support V&V 

 Utilize automation when feasible
14
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Questions & Answers
Forward Together         ReliabilityFirst 

15
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WRAP-UP AND WHAT’S NEXT AT 
RELIABILITYFIRST

9



Forward Together • ReliabilityFirst 

Save the Date – Insider Threats Workshop

 September 30, 2020 8:00 a.m. – 12:00 p.m.

 Insider Threat risk management, trends, program management, best 
practices, lessons learned, and resources

 Intended Audience
• Physical Security Managers
• Cyber-Security Managers
• Vendor / Supply Chain Managers
• Human Resources (HR) Managers and Administrators
• Privacy Attorneys

 Guest Presentations from
• CERT National Insider Threat Center
• FERC & NERC
• PJM & MISO
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Virtual Breakout Sessions



RF Facility Ratings Aug 25 Workshop

Kamran Ali Hassan Hayat
Managing Director, Transmission Planning                                        Regional Manager, Transmission Planning

American Electric Power Transmission Grid Development

1



AEP’s Project Lifecycle 
Management Process (PLMP)

2



Facility Ratings Process 
Integration with AEP’s PLMP

3

On-boarding

•Provide target 
ratings

•Define facility  
series element 
make-up

•Establish bus 
& branch 
identifiers

Scoping

•Scope of work 
preparation to 
meet target 
ratings

•Initiation of 
impedance 
sub-process

•Electronic 
routing to 
establish 
baseline

Engineering

•Construction 
packages 
issued (IFC)

•Attestations 
drawings 
issued

•Impedance 
calculations 
finalized

•IFC topology 
modeling 
finalized

Construction 

•Attestations 
returned (as-
designed to 
as-built 
comparison)

•Off-Design 
Process (if as-
designed does 
not match as-
built)

Energization

•As-built 
topology 
modeling 
finalized

•Real-time Ops 
models 
updated 



Facility Ratings Process 
Integration with AEP’s PLMP
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On-boarding

•Provide target 
ratings

•Define facility  
series element 
make-up

•Establish bus 
& branch 
identifiers

Expected branch ratings after project completion



Facility Ratings Process 
Integration with AEP’s PLMP
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Scoping

•Scope of work 
preparation to 
meet target 
ratings

•Initiation of 
impedance 
sub-process

•Electronic 
routing to 
establish 
baseline



Facility Ratings Process 
Integration with AEP’s PLMP
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Engineering

•Construction 
packages 
issued (IFC)

•Attestations 
drawings 
issued

•Impedance 
calculations 
finalized

•IFC topology 
modeling 
finalized

TLine Attestation Drawing Example



Facility Ratings Process 
Integration with AEP’s PLMP

7

Energization

•As-built 
topology 
modeling 
finalized

•Real-time Ops 
models 
updated 

Example Ratings & Impedance Reports



Facility Ratings Process 
Controls (Examples)
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Automation & Systems 
Integration

9

Facility Ratings Database

Facility Ratings Database vs Station 
Equipment Database

Import Example Routine



P6 Milestones & Schedule
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Impedance Process

11



Impedance Process

• ServiceNow tool is deployed to 
manage workflow between 
PCE, TP, TLE, and SEStds

12



Human Performance

• Relying more on automated data exchange and import
• Integrating systems to minimize human actions
• Survery 123 App and DS Track

Mechanism to initiate, complete, and submit as-built attestations
• Checker Tool

Identifies misalignment between planning and engineering data
• Integrated Datasheets

Correlating project accounting and scheduling information with equipment 
status (designed, energized etc)

• Workbench Modules
Differentiating between conceptual, as-designed, and as-built information

13



Periodic Reviews

14

• Preventative Actions
On a monthly basis all projects with upcoming in-service dates are analyzed

• Detective Actions 
On a quarterly basis, 10% of the projects that were placed in-service in the  
previous quarter are audited

• Peer Reviews
Incoming data and outgoing calculations are reviewed prior to release

• Training and Communications
New trainings and communication plans are being developed to train the 
company on new tools, processes, and expectations
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About PPL Electric Utilities 



Confidential

A closer look at PPL

PPL Electric Utilities: 

• Electricity distribution and 
transmission 

• 1.4 million customers 
• 50,000 miles of power lines in 

29 counties  
• 27 J.D. Power awards
• Top-decile for reliability
• Robust smart grid

Louisville Gas and Electric 
and Kentucky Utilities: 

• Headquartered in Louisville
• 1.3 million customers across 

Kentucky and Virginia
• 8,000 MW of regulated power 

generation capacity (coal, natural 
gas, hydro and solar)

• 24 J.D. Power awards

Western Power Distribution: 

• Headquartered in Bristol, United 
Kingdom 

• Electricity delivery only
• 7.8 million customers
• Consistently the Top 4 performers 

for customer satisfaction in the U.K.
• “Leading the way” in connecting 

solar to the grid
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Facilities Ratings
FAC-008 Program
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FAC-008 Program

Communication

Change Management

Control

PPL’s FAC-008 program is built upon 3Cs
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Phase

Gates

Project 
Execution

Construction 
PlanningEngineering

Project 
Development

Close Out

Project 
Approval Detailed Design 

Validation
Construction 

Plan Validation
Work          

Completion
Project Closure 

Validation
G1 G2 G3 G4 G5

Work scope and quality control through gated process

Asset 
Planning

Project 
RecommendationG0

• Planning level scope 
initiated to replace or 
build new facilities

• Rating requirements are 
established 

• PSSE and CAPE models 
are updated using 
estimated impedance 
and required ratings

• Work scope is developed 
as per planning 
requirements and 
engineering standards 
(Procedural control)

• Project is financially 
approved at this point

• Scope governance 
process (Preventive 
Control)

• Any work scope 
changes beyond 
this point needs 
to go through the 
approval process

• Any rating change 
related request 
come back to 
Gate 0

• Engineering design is 
completed

• Impedance/Line 
parameters in the CAPE 
model are updated

• Relay loadability data and 
protection settings are 
issued

• Quality check (Acceptance of facility) 
is performed to make sure the facility 
is constructed per the design 
package (Preventive and Detective 
Controls)

• Rating database is updated
• Planning and operations models are 

updated accordingly

PPL internal rating 
database

TMS

Stop Stop
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Modelling workflow control and communication

• Modelling workflow process is documented and integrated through SharePoint.
• A ticket is created on SharePoint for each modelling related activity. The SharePoint is periodically 

synched with the project schedule. 
• New Rating and Impedance information is communicated to Planning, Protection and Operations through 

SharePoint.
• Performance is tracked through Performance Indicator (PI).

(Preventive Control)
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Performance Indicators

100 100 100

67 71

100 100

4 1 2

3 7

3 5

0

20
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120

Sep-19 Oct-19 Nov-19 Dec-19 Jan-20 Feb-20 Mar-20 Apr-20 May-20

Percent No: of requests

0

5

10

15

20

25

30

Aug 18-Sep Oct-18 Nov-18 Dec-18 Jan-19 19-Dec 20-Feb 20-Mar 20-Apr 20-May

DMRT Response Time

Avg Response time Total Tasks

Department Monthly Performance Division of number of requests completed Target Current
Monthly % of Request 

past ERD Notes

Transmission 
Planning 100.0% 100.0% 100.0%

The monthly measure 
of number of requests 
completed and 
forwarded for relay 
settings job without 
missing any deadlines 

Data Management request Deliverables  Dashboard

100%

Delayed

Number of
requests
completed

60%

40%

Number of requests
completed  between
(0- 30) days prior to
ERD

Number of requests
completed  between
(31-60) days prior to
ERD
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Rating process documentation and controls

1) Documented process for rating methodology
2) Ratings of all facilities are maintained under access-controlled rating database
3) Rating database has master rating library of all components based on the documented rating 

methodology 

Procedure Rating Database

TMS

Rating components  info 
from engineering drawings

Planning

Operation

Protection

Procedural Control Preventive Control
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Ratings philosophy

 PPL considers all components that come in the power flow path 
to determine facilities’ rating 
 Includes bus, bay conductors and down comers inside the 

substation
 All facilities’ ratings are based on 100% power flow except for 

500 kV lines. For those facilities, PPL applies 80/20 rule for 
rating calculations

80% 20%

Line A

Line B

1 2 3

Line C
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Future work

Integrate field information with the substation 3D modelling 
initiative

Develop digital architecture that provides seamless 
connectivity between planning database, engineering 
documents and field information

Integrate node breaker model in PSSE
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Questions



Duquesne Light Company
Facility Rating Internal Controls

Joe Pilch, Manager
Transmission Planning & Interconnection



DLC Company Profile

2

• Registered TO and DP, service territory is located in southwest 
Pennsylvania, surrounding the City of Pittsburgh. 
‒ ~ 650 miles of BES Facilities
‒ ~ 120 BES Facilities
‒ ~ 35 BES Substations
‒ Both Rural and Urban Environments

• Transmission Voltages:
‒ 345 kV
‒ 138 kV
‒ 69 kV



Challenges of FAC-008 Compliance
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Planning

Materials

Asset
Management

Field 
Personnel

Construction

Protection

Operations

Engineering Controls make it easier!



FAC-008 Program Background
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• Transmission Planning group is the FAC-008 standard 
owner

• Maintains all Facility Ratings in the DLC Transmission 
System Equipment Ratings Database
‒ Built using .sql database structure
‒ Equipment ratings are maintained via web interface
‒ Can be exported to MS Excel

• Ratings Database is populated from engineering 
drawings
‒ Equipment single lines
‒ Protection single lines
‒ Circuit maps



Ratings Database Controls
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• Strict access controls to Ratings Database 
‒ Managed by internal access management group
‒ Usernames and passwords are provided
‒ Write access is only available to small group of engineers

• A comprehensive review of the Facility Rating is performed any time an 
equipment entry is added, removed, or modified (with some exceptions)

• All modifications are peer reviewed by a second engineer



Additional Ratings Database “Controls”
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• Transmission System Equipment Library

• Ratings Database equipment entry manual



Facility Energization Controls
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• Post Construction Field Reviews 
‒ Required for all transmission projects
‒ Engineering/Commissioning personnel physically inspect equipment with construction 

team to verify as-built conditions match prints
‒ Any equipment that is grounded and cleared is inspected

• Operations Center Pre-Energization Checklist
‒ Includes checks for Facility Rating updates
‒ Facility is not energized until all pre-reqs have been met



Detective Controls
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• Annual 10% Ratings Database Review 
‒ Comprehensive review of Facility Rating
‒ Validate Ratings Database matches engineering drawings



Detective Controls
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• Annual 5% Field Review
‒ Facilities are removed from service and physically inspected
‒ Validate engineering drawings match field conditions
‒ Outages are optimized to maximize inspections with a single outage



Training
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• Annual training for engineering teams
‒ Overview of standard
‒ Actions/expectations of various groups
‒ Communications between groups

• Annual refresher training for field personnel
‒ Overview of standard
‒ Expectations for field changes / red-lined drawings
‒ Review specific examples of past oversights



Documentation
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• Transmission Planning Manual – FAC-008 Sections
‒ Equipment rating methodologies
‒ Requirements for ratings database maintenance
‒ Ratings communications

• Engineering Manual
‒ Requirements for information contained on drawings
‒ Approval of field modifications
‒ Post-construction field reviews



Planned Work vs. Emergent Work
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• Controls still apply during emergency situations

• Post-Construction Field Reviews

• Operations Center Check



Potential Future Controls
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• Establishment of FAC-008 charter
‒ Cross functional team accountable to executive steering group
‒ Identify risks in Facility Ratings process
‒ Brainstorming controls to mitigate risks 

• Potential controls include:
• Better utilization of work management software

‒ Prerequisites to ensure specific steps are being completed
‒ Jobs cannot advance until task have been completed
‒ Examples include: drawing manifests sent, drawings issued, post-construction 

field review complete, ratings database updated, etc.
• Enhanced Training

‒ More role specific training
‒ Use of pre-recorded FAC-008 training for new hires





Facility Ratings
Ryan Abshier
Indiana Planning & Protection Manager

August 25, 2020
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Proprietary  and Conf idential Inf ormation  •

Agenda

• Vectren, A CenterPoint Energy Company

• Facility Ratings Methodology
• Entering and Maintaining Facility Ratings

• Reviewing Database
• Change Management

• Mapping Process

3



Proprietary  and Conf idential Inf ormation  •

Vectren Background

4

1

2
3

4

5

6

Electric Territory
Vectren Energy Delivery of 
Indiana – “Vectren South” 
(SIGECO)
 1,308 square miles
 7-counties
 144,000 electric customers
 1,360 MW total generating 
capacity
 4 MW of solar / 1 MW battery
1,445 MW total load

Generating Facilities
1 AB Brown
2 Warrick Unit 4
3 FB Culley
4 Blackfoot Clean Energy Facility
5 Volkman Road Solar / Battery
6 Oakhill Road Solar



Proprietary  and Conf idential Inf ormation  •

Facility Ratings Methodology

• Methodologies
– Conductors

• Ratings calculated using ambient temperature, wind speed, and other parameters
• Dual conductor ratings are 90% of the sum of the individual conductor ratings

– All other devices
• Nameplate ratings

• Emergency Ratings
– Transformers only

• 5% over highest rating
• Limited to 4 hours total in a 24 hour period

• Seasonal Ratings
– Winter
– Summer

• Not used - Dynamic Line Ratings and Ambient Adjusted Ratings
5



Proprietary  and Conf idential Inf ormation  •

Facility Ratings Database

6



Proprietary  and Conf idential Inf ormation  •

Facility Ratings Database

7



Proprietary  and Conf idential Inf ormation  •

Facility Ratings Database

8



Proprietary  and Conf idential Inf ormation  •

Change Management

• Planning Engineer involved in scoping of projects

• Planning Engineer participates in project coordination meetings (with engineering, field 
operations, and system operations)

• Issued For Construction (IFC) design package used for updates

• Database compared to as-built package and reviewed with engineers
– Updates sent to entities if changes identified

• Planning Engineer notified of emergency replacements by engineering, field operations, or 
system operations

• Emergency replacement information entered in Database and peer reviewed before submission

9



Proprietary  and Conf idential Inf ormation  •

SIPOC – SOL Process

We began by completing a SIPOC map, which stands for 
suppliers, inputs, processes, outputs, and customers.  The 
SIPOC ensures all parties involved in the process are 
accounted for when mapping the current state.
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Visio flowcharts – facility ratings
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Visio Flowcharts – Facility Ratings (cont’d)



Proprietary  and Conf idential Inf ormation  •

Visio Flowcharts – Updating Conductor Ratings



Proprietary  and Conf idential Inf ormation  •

Process Mapping

• Mapped stability ratings updates process

• Mapped voltage limit update process
• Mapped process for submitting to various entities

– Neighboring utilities
– TSO (control center)
– Planning Coordinator
– Reliability Coordinator

14



Proprietary  and Conf idential Inf ormation  •

Identified Process Risks

• Several potential risks were identified that could lead to inaccurate or incomplete data

– Documented processes
– Software
– New personnel

• Risks identified in this mapping process were not necessarily realized or experienced issues, 
they were merely potential risks we thought of that COULD lead to issues
– This concept took a while to adapt to



Proprietary  and Conf idential Inf ormation  •

Identified Controls

• Preventative Controls
– Indiana Planning & Protection attend bi-weekly and monthly project coordination meetings with Engineering, 

Field Operations, and TSO
– Project Managers send project design reviews (PDR) to Indiana Planning & Protection identifying the scope 

of upcoming projects
– Planning Engineers receive outage communication from TSO to review unplanned emergency work to verify if 

unanticipated outages will occur
– Planning Engineers verify data with external entities

• Detective Controls
– Planning Engineer completes a peer review with a High Voltage Engineer after entering the Facility Ratings 

into the database
– Planning Engineer completes peer review with other Planning Engineer or Manager prior to finalization
– Planning Engineer performs MOD-032 model review comparing elements in the Facility Ratings database to 

the planning model
– Planning Engineer compiles Facility Ratings database one transmission line at a time
– Planning Engineer reviews entries by updating SOL spreadsheet and creating comparison table



Proprietary  and Conf idential Inf ormation  •

AQ

Questions & Answers

17



Forward Together • ReliabilityFirst 

IMPLEMENTING INTERNAL CONTROLS -
A GO/GOP’S PERSPECTIVE ON FAC-008

Nicholas Poluch 
Senior Manager, NERC & Cyber Compliance

Talen Energy
1
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About Talen Energy

 Talen was formed and became a public company in June 2015 
• Represents the combination of the former PPL unregulated generation assets and three Riverstone 

generation portfolios.
• In December 2016, Talen was taken private through an acquisition by Riverstone.

 Talen is a privately-owned Independent Power Producer (IPP)
• IPPs own stations that generate electric power for sale to regional transmission organizations and 

commercial, industrial, and residential customers.
• IPPs, like most generators in competitive markets, must operate very efficiently.

 What makes Talen Energy unique?
• We generate approximately 15,000 MW through 21 plants in 7 states.

• We are the largest owner of electricity generation in the Commonwealth of Pennsylvania.
• We employ ~3,000 people throughout the US.

2
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Talen Terminology

 Plant NERC Contact PNC 

• Note: PNC is not to be confused with Potential Non Compliance

 Regional NERC Contact RNC

• PNCs and RNCs have other job responsibilities besides NERC

TE-NERC-212 Facility Ratings Procedure FAC-008 Procedure

Government Accounting Office (GAO) Pyramid Internal Controls Pyramid

3
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Key Takeaways

Risk-based Talen’s Internal Controls Program prioritizes limited resources to 
areas of higher risk; BES reliability & compliance are always paramount

Scalable Talen’s Internal Controls Program is designed for ease of adaptability to 
changes in personnel or fleet asset configuration

Procedures Clarity, local guidance and interpretations of NERC terms are hallmarks of 
good NERC procedures, not simple regurgitation of Standards’ language

 Internal Controls Provides a simple framework to build strong internal controls
Pyramid

4
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Agenda

Climb the internal controls pyramid

5
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Internal Controls Pyramid: Control Environment

6
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Control Enviroment

Talen’s Control Environment has 4 Elements

Plant Accountability in FAC-008

 Interpretations in FAC-008 Procedure

7
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Control Environment (cont’d)

 Talen’s 4 Control Elements
1. Team: NERC compliance team, Training, Corporate Security, and Operations
2. Independent: Independent reporting structure; NERC Group reports to the CEO 

separately
3. Uniformity: Uniformity of fleet reporting and fleet expectations thru the MRRE 

registration
‒ During an audit it was very clear that we had different expectation on what was required for evidence

4. Procedure: FAC-008 Facility Ratings Procedure establishes the control environment
Important Aspects

Accountabilities
Interpretations…what do NERC terms mean to Talen

8
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Control Environment: Accountabilities
 Plant Accountability in FAC-008

• Plant Manager:
‒ Assigns personnel to perform the obligations stated in this procedure

• Plant NERC Contact (PNC):
• Informs the Regional NERC Contact (RNC) of any replacements, Operating Limitations 

or ratings changes for equipment subject to FAC-008-3
• Informs the RNC of any requests for FAC-008-3 data by the Reliability Coordinator (RC), 

Planning Coordinator (PC), Transmission Planner (TP), TO or Transmission Operator 
(TOP) pursuant to R7 or R8 of the standard (see paras. 6.4 and 6.5 of this procedure)

• Regional NERC Contact (RNC):
• Provides assistance to PNC on clarification of Potential FAC-008 issues
• Passes PNC inputs to the NERC Group for action

9
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Control Environment: Accountabilities (cont’d)

 Corporate NERC Team Accountability in FAC-008 Procedure
• Manager, NERC Operations & Planning Standards

• Responsible for creating and maintaining FAC-008-3 data sheets (delegating work as 
appropriate)

• Responds to FAC-008-3 R7 or R8-related requests

10
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Control Environment: Interpretations

 Interpretations in FAC-008 Procedure
• Element: Any electrical device with terminals that may be connected to other electrical devices such as a 

generator, transformer, circuit breaker, bus section, or transmission line. An Element may be comprised of 
one or more components...

- What does Element mean to Talen??
Talen Interpretation: NERC uses the word “Element” to refer to an individual piece of equipment, 

as shown above, and also in a collective sense. “Element” is used in this procedure to refer to the 
individual pieces of equipment for which Talen must identify Equipment Ratings for FAC-008-3.

• Emergency Rating: The rating as defined by the equipment owner that specifies the level of electrical 
loading or output, usually expressed in megawatts (MW) or MVAR or other appropriate units, that a system, 
facility, or element can support, produce, or withstand for a finite period. The rating assumes acceptable loss 
of equipment life or other physical or safety limitations for the equipment involved.

- What does Emergency Rating mean to Talen??
Talen Interpretation: Talen does not operate Elements above their electrical Normal Ratings.    

The Emergency and Normal values for FAC-008-3 Equipment Ratings and Facility                  
Ratings are therefore the same. Both are listed on the data sheet. 

11
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Internal Controls Pyramid: Risk Assessment

12
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Risk Assessment

What is Risk assessment to Talen?

Talen’s attribute risk assessment has 4 Goals

Process for reviewing identified risk or potential risks-Talen CCR 
Process

 Industry and Regulatory Guides to minimize risk

Challenges of FAC-008 Risks from GO perspective

13
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Risk Assessment (cont’d)

What is Risk assessment to Talen?
• Attribute risk assessment

Talen’s 4 attribute risk assessment Goals 
1. Active: Risk assessment is an on-going, active process. For Talen it means reviewing 

risks and reacting to feedback from the operations plant team.
2. Cross Functional: Cross-functional review team which includes Operations, Security 

and NERC Group
3. Identifies: Identifies potential non-compliances and course corrects
4. Usable:  Tools for risk assessment are Usable by implementing team

Example for Talen: PNC checklist

14
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Risk Assessment (cont’d)

 Talen CCR Process
• Compliance Condition Reporting (CCR): Process used to evaluate potential non-compliance 

events; events treated similarly as a “near miss” in the Safety environment, where we use it as an 
opportunity to improve

‒ CCR Form has internal control items listed below
• “Was this non-conforming condition previously reported or discovered?”

This question helps to evaluate adequacy of existing internal controls  
• “Do we need additional internal controls?”

Extent of Condition evaluation looks at similar vulnerabilities across the fleet

 Reliability Impact and Risk Assessment 
• Potential impact to BES
• Actual impact to BES

15
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Risk Assessment: Guides

 Industry: Active Participant in Industry-wide feedback loops (i.e., North American 
Generation Forum (NAGF))

 Guides: FAC-008 New CMEP Practice Guide
• Can the new suggested CMEP internal controls be incorporated easily into the current internal 

controls program?
• Is there additional costs for new controls for Plant or NERC team?
• What is the cost of controls vs BES/Compliance risk?
• Note: New controls are piloted with Plants before implementation

16
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Potential Risks of FAC-008 

Challenges of FAC-008
• FAC-008 no activity then a flurry of activity
• New projects such as solar additions….are we getting the information to support 

FAC-008??
• Small retro-fit projects that float under the radar screen

17
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Internal Controls Pyramid: Control Activities

18
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Control Activities

Control Activities
• Plants have standardized, NERC data sheets and check lists
• Work management systems 
• Training (building human capital)-reviewed monthly on PNC checklist for new 

personnel
• Ensure that Preventive, Detective and Corrective aspects are addressed
• FAC-008-Facility Ratings Procedure
• What other control activities can be added?

19
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Control Activities (cont’d)

 FAC-008 Facility Ratings Procedure: Talen NERC procedures provides clarity and 
instructions, rather than just reiterating the Standard
• Examples of statements in FAC-008 Procedure

‒ Statement 1: FAC-008 deals only with electrical ratings, not boiler or turbine 
capabilities

‒ Statement 2: Requirement 2 
• “Relay protective devices” refers to loadability relays (compliant with PRC-025 

= Pass)
• “Transformers” refers to GSUs and CTs

20
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Control Activities

What other control activities can be added??
• Change control at the corporate level to catch projects?

‒ When project is being approved add a box that its been vetted by NERC Team

• Small retro-fit projects at the plant need to be vetted through the RNC 

21
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Internal Controls Pyramid: Monitoring

22
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Monitoring

Monitoring
• Annual Self Certifications
• Annual RSAW updating
• Biweekly NERC meetings
• Quarterly/Semi-annual RNC Workshops
• Monthly PNC and RNC Checklists

23
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PNC Checklist

24
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PNC Checklist (cont’d)
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PNC Checklist (cont’d)
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PNC Checklist (cont’d)

27
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RNC Checklist

28
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RNC Checklist (cont’d)

29
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RNC Checklist (cont’d)

30
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RNC Checklist Revisions

31
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RNC Checklist 

Revision 9 to Revision 13 illustrates that Checklist is maturing as 
we learn and define responsibilities and implementation
• Add notes for clarification
• Remove information that is not required

32
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Pyramid: Information & Communication

33
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Information and Communication

 Communication
• Biweekly: NERC meetings with Operational and NERC teams

• Monthly: Checklist Review Meetings with NERC Senior Manager and RNCs
‒ Important meeting to ensure information is effectively communicated from implementing 
teams to NERC management and throughout executive management, as needed

 These small informal one-on-one discussions bring out open and honest dialogue on the state of 
the program…discussions are also a driver to a lot of positive program changes

‒ Provides NERC training/mentoring opportunity for implementing team

• Quarterly: Senior Management NERC Committee Meetings (SMNC Meetings)
Note: These meetings provide a common thread of communications from plant level to 
Senior Management level….consistent messaging of Information provides support for the 
internal controls

34
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Information and Communication (cont’d)

 Information 
• Messaging information is a strong internal control

 Talen Works hard to provide Information that is-------
• Consistent: the message at the Ops plant meeting is the same at the SMNC meeting
• Clear: NERC jargon is intentionally minimized in meetings

 Example: “FAC-008 looks for the weakest link in the electrical system from the generator to 
the Point of Interconnection”

• Repeatable: Repeat the same message across the organization and actively following-up to 
insure understanding of the message.  Take every opportunity to repeat how internal controls 
are incorporated into daily operations.  Treat it as a campaign requiring long-term engagement.
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 FAC-008 Internal Controls
• Use the Pyramid as a guide…picture clarifies each member’s position in program
• Be Active with internal controls…things are always changing
• Be Clear with internal controls messaging
• Be Consistent with internal controls expectations
• Most of all, make FAC-008 internal controls easy to implement for ops personnel
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